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Arsredovisning

Bostadsrattsféreningen
Gulddragaren

Styrelsen far harmed avge arsredovisning for rakenskapsaret 1 januari - 31 december 2022.

Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

| styrelsens uppdrag ingar det att planera underhall och forvaltning av fastigheten, faststélla féreningens arsavgifter
samt se till att ekonomin ar god. Via arsavgifterna ska medlemmarna finansiera kommande underhall och darfér gor
styrelsen arligen en budget som ligger till grund fér dessa berakningar. Storleken pa avsattningen till fonden for yttre
underhall bér anpassas utifran foreningens plan for underhallet. Kommande underhall kan medféra att nya lan
behdvs. Féreningen ska verka enligt sjdlvkostnadsprincipen och resultatet kan variera dver aren beroende pa olika
atgarder. Forandringen av féreningens likvida medel kan utldsas under avsnittet Férandring likvida medel.

Foreningen féljer en underhallsplan som stracker sig mellan dren 2010 och 2030.

Inga stérre underhadll &r planerade de narmaste aren.

Medel reserveras arligen till det planerade underhallet. Fér att se avsattningens storlek, se fondnoten.
Arsavgifterna planeras att hojas.

Fler detaljer och mer information om de olika delarna finns langre fram i forvaltningsberattelsen.

Foreningens andamal
Foreningen har till andamal att framja medlemmarnas ekonomiska intresse genom att i féreningens hus upplata
bostadslagenheter under nyttjanderatt och utan tidsbegransning.

Grundfakta om féreningen
Bostadsrattsforeningen registrerades 2007-07-27. Féreningens nuvarande ekonomiska plan registrerades 2009-04-28
och nuvarande stadgar registrerades 2017-06-20 hos Bolagsverket. Féreningen har sitt sdte i Stockholm.

Foreningen &r ett s.k. privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en akta
bostadsrattsforening.

Styrelsen

Andreas Pettersson Ordférande
Karar Alkaizhwan Ledamot
Maria Borowski Ledamot
Anders Croné Ledamot
Kadriye Dinc Ledamot
Benjamin Larsson Ledamot
Bjorn Christoffer Nordvall Ledamot
Salko Besirevic Suppleant
Erik Joakim Fermelin Astrom Suppleant
Mercedeh Siahtiri Cramne Suppleant

Styrelsen har under aret avhallit 12 protokollférda sammantraden.

Revisor
David Walman Ordinarie Extern Révisor AB
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Valberedning
Lars Stervander
Diana Zeljkovic

Stammor
Ordinarie féreningsstamma holls 2022-06-02.

Fastighetsfakta

Foreningens fastighet har forvarvats enligt nedan:
Fastighetsbeteckning Forvarv Kommun
Gulddragaren 25 2009 Stockholm
Gulddragaren 26 2009 Stockholm
Gulddragaren 27 2009 Stockholm
Gulddragaren 28 2009 Stockholm

Fastigheterna ar upplatna med tomtratt.

Fullvardesforsakring finns via Folksam.
| forsakringen ingar kollektivt bostadsrattstillagg for medlemmarna samt ansvarsforsakring for styrelsen.

Byggnadernas uppvarmning &r fiarrvarme.
Byggnadsar och ytor
Fastigheterna bebyggdes 1989 och bestar av 12 flerbostadshus.

Fastigheternas vardear ar 1989.

Byggnadernas totalyta ar enligt taxeringsbeskedet 19 900 m2, varav 18 673 m2 utgdér boyta och 328 m2 utgor
lokalyta.

Lagenheter och lokaler
Foreningen upplater 229 ldgenheter med bostadsratt samt 21 ldagenheter och 31 lokaler med hyresratt.

Lagenhetsfordelning:

91 63 67

1 rok 2 rok 3rok 4 rok 5 rok >5 rok
Verksamhet i lokalerna Yta Loptid
Forrdd/Lager 40 297 m?

Foreningen ar frivilligt momsregistrerad avseende verksamhetslokaler.
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Gemensamhetsutrymmen
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Kommentar

Foreningslokal
Miljéstuga_01
Miljéstuga_02
Tvattstuga_01
Tvattstuga_02
Tvattstuga_03
Grovtvattstuga
Uthyrningsldgenhet

Vastertorpsvagen 144B
Slattgardsvagen 83B
Vastertorpsvagen 160D
Slattgardsvagen 103A
Slattgardsvagen 91A
Véstertorpsvagen 144B
Véstertorpsvagen 160E
Slattgardsvagen 103A

Byggnadernas tekniska status

Foreningen foljer en underhallsplan som upprattades 2010 och stracker sig fram till 2030.

Nedanstaende underhall har utforts eller planeras:

Utfért underhall Ar Kommentar

Portar 2022 Forstarkta entrépartier med balkar
for okat brytskydd.

Hiss 2022 Byte av hydraulolja i tva hissar

Parkering 2022 Forstarkt elnat till parkeringsomrade
P1,P2 och P3

Belysning ute 2022 Fortsatt ledkonvertering av
féreningens utebelysning

Innergard 2021 Upprustning av innergard

Uthyrningsldgenhet 2020 lordningstallande av
uthyrningsldgenhet

Bergvdrme 2020 Installation av bergvarme

Parkering 2020 - 2021 Fler parkeringsplatser anlades i
omradet

Radonmadtning 2020 - 2021 Radonmatning utférdes i omradet

Fasadmalning 2019 Malning bursprak, skarmtak,
resterande hus

OVK 2019 Ventilation

Energideklaration 2019

Matavfall 2019 Inférande av matavfallssortering

Solceller 2019 Solceller installerade

Ventilation 2018 Hus 8 och 9 har fatt nya
fléktaggregat.

Vindar 2018 Tillaggsisolering 16sull samtliga
vindar.

Trapphusmalning 2018 Malning av samtliga trapphus

Belysning ute 2018 Byte till led

Hiss 2018 Hiss Slattgardsvagen 93
Modernisering

Gard 2018 Anldggandet av foreningens nya
parkering avslutad.

Elsystem 2018 Gemensamhetsel

Hiss 2018 Hiss Slattgardsvagen 91
Modernisering

Hiss 2017 Hiss Vastertorpsvagen 168
Modernisering

Stamspolning 2017 Spolning av féreningens
avloppsstammar

Ventilation 2017 Injustering/Rengéring Hus 1-6,10-
12

Aggregatbyte 2017 Ventilation

Hiss 2017 Hiss Vastertorpsvagen 144
Modernisering

Malning Komplementhus 2017 Malning av samtliga

Sida 3 av 19

komplementhus



Brf Gulddragaren
769617-0880

Takspolning Komplementhus 2017 Hogtryckstvatt av tak

Avloppsfilmning 2017 Avloppsrérsanalys

Fasadmalning 2017 - 2019 Malning bursprak, skarmtak, hus
57,89

Ytterdorrar i tra 2016 Malning

Fasad 2016 Malning bursprak, skarmtak Hus 6
Vastertorpsvagen 150, 152

Hiss 2016 Hiss Slattgardsvagen 105
Modernisering

Hiss 2016 Hiss Vastertorpsvagen 152
Modernisering

Lekplatser 2016 Studsmatta

Utemabler 2016 Nya utemdbler

Takspolning K3 2016 Hogtryckstvatt

Ventilation 2016 - 2019 Injustering Ventilation Hus 7,8,9

Belysning 2016 - 2017 Belysning trapphus

Hiss 2015 Hiss Slattgardsvagen 109
Modernisering

Hiss 2015 Hiss Vastertorpsvagen 164
Modernisering

Fasad 2014 - 2015 Malning smahus

Belysning 2013 -2017 Belysning trapphus

Tvattstuga 2013 Byte 3 st torkskap

Undercentral 2013 Ny undercentralvarmeanldaggning
samt styrsystem

Ventilation 2013 OvK

Hiss 2013 Hiss slattgardsv 101 utbytt mot ny

Lokal 2013 -2017 Renovering ytskikt

Foreningslokalen 2013 Helrenovering samt nya inventarier

Ventilation 2013 -2019 renovering, utbyte flaktar

Varmesystem 2012 Nya radiatorventiler samt
injusteringvarme

Utebelysning 2012 -2017 Byte fasadbelysning

Belysning garden 2011 Nya belysningsarmaturer pa stolpar
och pollare

Tvattstugor 2011 4 st nya maskiner

Uteplatser 2011 -2014 Malning samt underhall av
traarbeten uteplatser

Parkeringsplatser 2011 Nya uttagscentraler for
motorvarmare med timer

Gardar och lekplatser 2010 Uppfraschning, beskarning trad
m.m.

Tvattstugor 2010 Nya inventarier, ommalning

Belysningen Gardshus 2010 Forbattring av utomhusbelysning

Porttelefoni och nytt lassystem 2010 Ny installation for att hoja
sakerheten

Planerat underhall Ar Kommentar

Hiss 2023 Fortsatt byte av hydraulolja i hissar

Hiss 2025 Fortsatt modernisering vid behov
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Forvaltning

Foreningens foérvaltningsavtal och 6vriga avtal.

Brf Gulddragaren
769617-0880

Avtal Leverantor
Ekonomisk forvaltning SBC Sveriges BostadsrattsCentrum AB
Markskdtsel PR Eko Mark

Trapp- och Entréstadning
Kabel-TV
Vatten

Aterkommande Besiktning av Hissar

Parkeringsévervakning
Bredband

Bevakningsavtal (Trygghetsjour)
Avfallshantering
(Hushallssopor/Matavfall)

Elnat

Fjarrvarme

Fiberférbindelse

Hantering av Kallsorterade Avfall
Skotsel och Underhall av Hissar
Skadedjur

Fastighetsskotsel

Taksakerhet

Elleverans

Varmecentral

Ren Standard AB

Tele 2 AB

Stockholm Vatten och Avfall
Inspecta AB

Apcoa Parking Sverige AB
Ownit AB

Securitas Sverige AB
Stockholm Vatten och Avfall

Ellevio AB

Stockholm Exergi

AB Stokab

Ragn-Sells AB

Schindler Hiss AB

Nomor AB

SBC Sveriges BostadsrattsCentrum AB
WM Tak

Enkla Elbolaget

Indoor Energy
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Foreningens ekonomi
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Det kan inte uteslutas att héjning av avgiften under 2023 utdver beslutad hojning per 2023-01-01, 3,0%, kan bl
nodvandig. De storsta osakerheterna som bestammer utvecklingen ar hur kall och snérik vintern blir hur elpriset
utvecklas samt om rantorna fortsatter att stiga eller stabiliseras under det kommande aret.

Enligt styrelsens beslut hojs arsavgifterna 2023-01-01 med 3 %.

Enligt styrelsens beslut hojdes arsavgifterna 2022-01-01 med 2 %.

FORANDRING LIKVIDA MEDEL 2022 2021

LIKVIDA MEDEL VID ARETS BORJAN 10 059 706 6707 134

INBETALNINGAR

Rorelseintakter 16 465 203 15 660 092

Finansiella intakter 58 759 17 980

Minskning kortfristiga fordringar 0 685 456

Medlemsinsatser 0 3400 000

Okning av kortfristiga skulder 968 523 0
17 492 484 19 763 528

UTBETALNINGAR

Rorelsekostnader exkl avskrivningar 11780 125 12 250610

Finansiella kostnader 971 231 873 664

Okning av materiella anldggningstillgédngar 423 059 1903 841

Okning av kortfristiga fordringar 409 831 0

Minskning av langfristiga skulder 1396 573 1367 111

Minskning av kortfristiga skulder 0 15730
14 980 819 16 410 957

LIKVIDA MEDEL VID ARETS SLUT* 12 571 372 10 059 706

ARETS FORANDRING AV LIKVIDA MEDEL 2511666 3352572

*Likvida medel redovisas i balansrakningen under posterna

Kassa och Bank samt Ovriga fordringar.

Fordelning av intakter och kostnader
Ovriga Kriv-
intakter Hyror Arx;gr;\;

12% 17%

Arsavgifter
71%

. 24%
Ovrig drift
31%

Kapital-
kostnader
/ o%
Fastighetssk
att/avgift Reparationer
2% 9%
Taxebundna Periodiskt
kostnader underhall
24% 4%

Skatter och avgifter

Fastighetsavgiften fér hyreshus ar 0,3% av taxeringsvardet for bostadshus med tillhérande tomtmark, dock blir
avgiften hogst 1 519 kr per bostadsldgenhet. Lokaler beskattas med 1 procent av lokalernas taxeringsvarde.
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Vasentliga handelser under rakenskapsaret
Projektering och upphandling av entreprentr gallande omvandlingen av det fére detta gruppboendet till Iagenheter

har pdgatt under aret och ny hiss har installerats som ett forberedande arbete.

Medlemsinformation

Medlemslagenheter: 229 st
Overl3telser under &ret: 18 st
Nyupplatelser under aret: 2 st
Beviljade andrahandsuthyrningar: 2 st

Overlatelse- och pantsattningsavgift tas ut enligt stadgar. Overlatelseavgift betalas av képare.

Antal medlemmar vid rakenskapsarets borjan: 303

Tillkommande medlemmar: 33
Avgadende medlemmar: 27

Antal medlemmar vid rakenskapsarets slut: 309

Flerarsoversikt

Brf Gulddragaren

769617-0880

Nyckeltal 2022 2021 2020 2019
Arsavgift/m? bostadsrattsyta 693 678 670 650
Hyror/m2 hyresrattsyta 635 619 645 645
Lan/m2 bostadsrattsyta 5891 5973 6 054 5699
Elkostnad/m? totalyta 90 99 51 91
Varmekostnad/m? totalyta 50 50 77 90
Vattenkostnad/m? totalyta 33 30 28 25
Kapitalkostnader/m? totalyta 49 44 43 59
Soliditet (%) 67 67 66 66
Resultat efter finansiella poster (tkr) -284 -1 522 4610 -3730
Nettoomsattning (tkr) 16 362 15 465 14 901 14 901
Ytuppgifter enligt taxeringsbesked, 18 673 m2 bostader och 328 m2 lokaler.
Forandringar eget kapital
Disposition
av
féregaende
ars resultat
Belopp vid Forandring enl stimmans Belopp vid
arets utgang under aret beslut arets ingang
Bundet eget kapital
Inbetalda insatser 237 808 235 0 0 237 808 235
Upplatelseavgifter 25791 394 0 0 25791394
Fond for yttre underhall 1819 347 1819 347 -1671725 1671725
S:a bundet eget kapital 265 418 976 1819 347 -1671725 265 271 354
Fritt eget kapital
Balanserat resultat -57 245 214 -1819 347 149762 -55 575 629
Arets resultat -283 691 -283 691 1521963 -1521963
S:a fritt eget kapital -57 528 905 -2 103 038 1671725 -57 097 592
S:a eget kapital 207 890 071 -283 691 0 208 173 762
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Resultatdisposition

Till foreningsstammans forfogande star foljande medel:

arets resultat

balanserat resultat fore reservering till fond for yttre underhall
reservering till fond for yttre underhall enligt stadgar

summa balanserat resultat

Styrelsen foreslar foljande disposition:
av fond fér yttre underhall ianspraktas
att i ny rakning 6verfors

-283 691
-55 425 867
-1 819 347
-57 528 905

723 805
-56 805 100

Brf Gulddragaren
769617-0880

Betraffande féreningens resultat och stallning i 6évrigt hanvisas till féljande resultat- och balansrdkning med noter.
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Resultatrakning

1 JANUARI - 31 DECEMBER

RORELSEINTAKTER
Nettoomsattning

Ovriga rorelseintakter
Summa rorelseintakter

RORELSEKOSTNADER
Driftkostnader

Ovriga externa kostnader
Personalkostnader
Avskrivning av materiella
anlaggningstillgdngar
Summa rorelsekostnader

RORELSERESULTAT

FINANSIELLA POSTER

Not 2
Not 3

Not 4
Not 5
Not 6
Not 7

Ovriga ranteintékter och liknande resultatposter

Rantekostnader och liknande resultatposter

Summa finansiella poster

RESULTAT EFTER FINANSIELLA POSTER

ARETS RESULTAT
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2022

16 361 504
103 699
16 465 203

-10 376 746
-848 318
-555 061

-4 056 297
-15 836 421
628 782

58 759

-971 231
-912 473
-283 691

-283 691

2021

15 465 446
194 646
15 660 092

-11 168 642
-448 822
-633 146

-4 075 761

-16 326 371

-666 279

17 980
-873 664
-855 684
-1521963

-1521963



Balansrakning

TILLGANGAR

ANLAGGNINGSTILLGANGAR
Materiella anldggningstillgangar

Byggnader Not 8,14
Pagdende byggnation Not 9
Inventarier Not 10

Summa materiella anlaggningstillgangar
SUMMA ANLAGGNINGSTILLGANGAR

OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar

Ovriga fordringar inkl SBC Klientmedel ~ Not 11
Summa kortfristiga fordringar

KASSA OCH BANK
Kassa och bank
Summa kassa och bank

SUMMA OMSATTNINGSTILLGANGAR

SUMMA TILLGANGAR

2022-12-31

296 816 545
2 246 359
25771

299 088 675

299 088 675

163 849
3043728
3207 577

9 953 303

9 953 303

13 160 881

312 249 555
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2021-12-31

300214 168
2475811
31933

302 721 912

302 721 912

60 557
2763971
2 824 528

7 414 856

7 414 856

10 239 384

312 961 296
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Balansrakning

EGET KAPITAL OCH SKULDER

EGET KAPITAL

Bundet eget kapital
Medlemsinsatser

Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat

Arets resultat

Summa fritt eget kapital

SUMMA EGET KAPITAL

LANGFRISTIGA SKULDER
Skulder till kreditinstitut
Summa langfristiga skulder

KORTFRISTIGA SKULDER
Kortfristig del av skulder till
kreditinstitut
Leverantorsskulder
Skatteskulder

Ovriga skulder

Upplupna kostnader och férutbetalda

intakter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

2022-12-31

263 599 629
Not 12 1819 347
265 418 976

-57 245 214
-283 691
-57 528 905

207 890 071

52 753 993
52 753 993

Not 13,14
Not 13,14 46 886 551
669 765
753 701
133 339
Not 15 3162 136
51 605 492

312 249 555
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2021-12-31

263 599 629
1671725
265 271 354

-55 575629
-1521963
-57 097 592
208 173 762
76 901 856
76 901 856
24 135 261
427 398
830472
35355
2457193
27 885 679

312 961 296
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Noter

Not 1

Belopp anges i svenska kronor om inte annat anges.

REDOVISNINGSPRINCIPER

Arsredovisningen har upprattats i enlighet med BFNAR 2016:10, Arsredovisning i

mindre foretag (K2).

Forenklingsregeln géllande periodiseringar har tillampats.

Samma varderingsprinciper har anvants som féregdende ar.

Pa grund av att individuell matning (IMD) numera ar skattepliktigt och
momsredovisning har upprattats for ar 2018, 2019 och 2020, sa kan det innebéra en
bristande jamforbarhet mellan rakenskapsaret och det narmast féregdende

rakenskapsaret.

Reservering till fond for yttre underhall enligt stadgar gors i arsbokslutet. Forslag till
ianspraktagande av fond for yttre underhall for arets periodiska underhall ldmnas i

resultatdispositionen.

Lan som har slutférfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga
skulder. Bedémning om att redovisa den skulden som langfristig kan géras forst nar

slutforfallodagen har passerat och fortsatt beldning har bekréftats hos bank.

Avskrivningar pa anlaggningstillgangar enligt plan baseras pa ursprungliga

anskaffningsvardet och beraknad nyttjandeperiod. Féljande avskrivningar uttryckt i

antal ar tillampas.

Avskrivningar 2022 2021
Byggnader 100 ar 100 ar
Yttre anldggningar 10 ar 10 ar
Tvattstuga 20 ar 20 ar
Elanlaggning 25/10 ar 25/10 ar
Bredband 10 ar 10 ar
Garage/parkeringsplats 20/10 ar 20/10 ar
Porttelefon 15 ar 15 ar
Kabel-TV 15 ar 15 ar
Balkonger/terrasser 10 ar 10 ar
Tradgard 20 ar 20 ar
Inventarier lagenheter 10 ar 10 ar
Tvattstugeutrustning 5-15ar 5-15ar
Varmeanldaggning 25 ar 25 ar
Isolering vind 40 ar 40 ar
Effekthdjning elanslutning 5ar 5ar
Solcellsanlaggning 20 ar 20 ar
Markanlaggning 20 ar 0

Sida 12 av 19



Brf Gulddragaren
769617-0880

Not2  NETTOOMSATTNING 2022 2021
Arsavgifter 11718 488 11472 861

Hyror bostader 1894 015 1847 823

Hyror parkering moms 132 505 98 522

Hyror parkering 591 656 564 116

Hyror forrad 221 370 217 320
Bredbandsintakter 341 690 341 820
Hyresrabatt -8 540 0

Elintakter 62 075 62 100

Elintdkter moms 1327 301 860 906
Gemensamhetslokal 42 240 0
Overl3telse/pantséttning 38 640 0
Oresutjamning 65 -23

16 361 504 15 465 446

Not3  OVRIGA RORELSEINTAKTER 2022 2021
Fakturerade kostnader 2313 2313
Forsakringsersattning 80 300 137 664

Ovriga intakter 21 086 54 670

103 699 194 646
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Not4  DRIFTKOSTNADER 2022 2021

Fastighetskostnader
Fastighetsskotsel entreprenad 129 240 533588
Fastighetsskotsel bestallning 8 997 5152
Fastighetsskotsel gard entreprenad 316 296 400 740
Fastighetsskotsel gard bestallning 155 997 89 799
Snoérojning/sandning 461 436 591 252
Stadning entreprenad 269 820 253 858
Stadning enligt bestallning 17 050 3200
Hissbesiktning 22 040 24994
Myndighetstillsyn 5670 11 070
Bevakning 0 4625
Garage/parkering 298 0
Gard 0 2739
Serviceavtal 250016 101 479
Forbrukningsmateriel 10 544 17 445
Teleport/hissanldggning 14 102 13492
Stoérningsjour och larm 20 246 17 473
1681 752 2 070 906

Reparationer

Hyreslagenheter 19 255 43 322
Brf Ldgenheter 8 000 0
Gemensamma utrymmen 3 605 0
Tvattstuga 40 405 78 460
Entré/trapphus 12 494 3853
Las 26 203 32943
VVS 291 398 81 469
Ventilation 0 6243
Elinstallationer 10 401 5821
Tele/TV/Kabel-TV/porttelefon 0 5181
Hiss 111 261 70 033
Tak 0 8783
Fasad 3674 4517
Fénster 0 2 650
Balkonger/altaner 263 225 0
Skador/klotter/skadegorelse 59 907 16 476
Vattenskada 722 128 422 899
1571956 782 650

Periodiskt underhall
Byggnad 0 5825
Hyreslagenheter 0 913 444
Lokaler 0 7913
Gemensamma utrymmen 105 570 231734
Tvattstuga 56 086 0
Sophantering/atervinning 594 26 000
Entré/trapphus 192 525 7 140
VVS 67 750 0
Elinstallationer 8 844 0
Tele/TV/kabel-TV/porttelefon 0 23 167
Hiss 289 898 51720
Huskropp utvandigt 2 538 0
Tak 0 97 208
Fasad 0 100 000
Balkonger/altaner 0 46 000
Mark/gard/utemiljé 0 300 071
Garage/parkering 0 45 877
723 805 1856 098
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Taxebundna kostnader
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El 1794212 1964 126
Varme 1003 033 1 000 023
Vatten 649 791 603 895
Sophamtning/renhalining 372914 275789
Grovsopor 168 436 124 889
3 988 386 3968722
Ovriga driftkostnader
Forsakring 486 358 454 540
Tomtrattsavgald 1370900 1370900
Kabel-TV 19 125 12 382
Bredband 199 434 233773
2075817 2 071595
Fastighetsskatt/Kommunal avgift 335 030 418 671
TOTALT DRIFTKOSTNADER 10 376 746 11 168 642
Not5  OVRIGA EXTERNA KOSTNADER 2022 2021
Kreditupplysning 4 589 625
Tele- och datakommunikation 1509 4809
Juridiska atgarder 31938 49 973
Inkassering avgift/hyra 9113 11905
Hyresforluster 611 0
Revisionsarvode extern revisor 18 738 27 375
Foreningskostnader 450 0
Styrelseomkostnader 32 000 0
Fritids- och trivselkostnader 18 420 21992
Forvaltningsarvode 609 599 250 000
Forvaltningsarvoden 6vriga 5988 9 000
Administration 104 654 18 422
Korttidsinventarier 0 16 252
Konsultarvode 0 27 919
Bostadsratterna Sverige Ek For 10710 10 550
848 318 448 822
Not 6  PERSONALKOSTNADER 2022 2021
Anstéllda och personalkostnader
Foreningen har inte haft ndgon anstalld.
Foljande ersattningar har utgatt
Styrelse och internrevisor 448 830 445 470
Sociala kostnader 106 231 187 676
555 061 633 146
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Not7  AVSKRIVNINGAR 2022 2021
Byggnad 3 085 964 3085 964
Forbattringar 915 572 947 067
Markanlaggning 48 599 15973
Inventarier 6 163 26 757

4 056 297 4075 761

Not 8 BYGGNADER 2022-12-31 2021-12-31
Ackumulerade anskaffningsvarden
Vid arets borjan 331 586 465 331586 465
Nyanskaffningar 652 511 0
Utgaende anskaffningsvarde 332 238 976 331 586 465
Ackumulerade avskrivningar enligt
plan
Vid arets borjan -31 372 297 -27 323 293
Arets avskrivningar enligt plan -4 050 134 -4 049 004
Utgaende avskrivning enligt plan -35 422 431 -31372 297
Planenligt restvarde vid arets slut 296 816 545 300 214 168
Taxeringsvarde
Taxeringsvarde byggnad 232 362 000 214 056 000
Taxeringsvarde mark 374 087 000 196 800 000

606 449 000 410 856 000
Uppdelning av taxeringsvarde
Bostader 603 000 000 402 400 000
Lokaler 3 449 000 8 456 000
606 449 000 410 856 000
Fastigheten ar upplaten med tomtratt.

Not9  PAGAENDE BYGGNATION 2022-12-31 2021-12-31

Pagaende om- och tillbyggnad 2 246 359 2 475 811
2 246 359 2475811
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Not 10 INVENTARIER 2022-12-31 2021-12-31
Ackumulerade anskaffningsvarden
Vid arets borjan 1143 871 1143 871
Nyanskaffningar 0 0
Utrangering/forsaljning 0 0
Utgaende anskaffningsvéarde 1143 871 1143 871
Ackumulerade avskrivningar enligt plan
Vid arets borjan -1111938 -1 085 181
Arets avskrivningar enligt plan -6 163 -26 757
Utrangering/forsaljning 0 0
Utgaende ack. avskrivningar enligt -1 118 101 -1 111938
plan
Redovisat restvarde vid arets slut 25 770 31933

Not 11 OVRIGA FORDRINGAR 2022-12-31 2021-12-31
Skattekonto 419 534 101 626
Momsavrakning 0 1506
Klientmedel hos SBC 2616 759 2 644 850
Inkasso 431 0
Fordringar 4 086 15989
Fordringar kreditfakturor 1609 0
Rantekonto hos SBC 1310 0

3043728 2763971

Not 12 FOND FOR YTTRE UNDERHALL 2022-12-31 2021-12-31
Vid arets bdrjan 1671725 1232568
Reservering enligt stadgar 1819 347 1218231
Reservering enligt stammobeslut 0 0
lanspraktagande enligt stadgar 0 0
lanspraktagande enligt stammobeslut -1 671725 -779 074
Vid arets slut 1819 347 1671725
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Not
13 SKULDER TILL KREDITINSTITUT
Villkors-
Rantesats Belopp Belopp andringsda
2022-12-31 2022-12-31 2021-12-31 g
SBAB 0,930 % 23 000 810 23 125558 2023-10-11
SBAB 2,760 % 22 757 228 22 900 540 2023-08-09
SEB 0,870 % 20 725 000 20975 000 2024-06-28
SBAB 0,920 % 22 797 506 22916 019 2026-07-17
SBAB 0,780 % 4 625 000 4 925 000 2024-08-15
SBAB 0,860 % 5 735 000 6 195 000 2025-02-14
Summa skulder till kreditinstitut 99 640 544 101 037 117
Kortfristig del av skulder till kreditinstitut -46 886 551 -24 135 261
52 753 993 76 901 856
Om fem ar berdknas skulden till kreditinstitut uppga till 92 804 989 kr.
Lan som har slutforfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder.
Beddmning om att redovisa den skulden som langfristig kan goras férst nar slutférfallodagen har
passerat och fortsatt beldning har bekraftats hos bank.
Not 14 STALLDA SAKERHETER 2022-12-31 2021-12-31
Fastighetsinteckningar 118 000 000 118 000 000
Not 15 UPPLUPNA KOSTNADER OCH 2022-12-31 2021-12-31
FORUTBETALDA INTAKTER
El 437 466 556 279
Varme 126 013 0
Vatten 65 628 0
Sophdmtning 57 033 0
Arvoden 628 748 493 019
Sociala avgifter 222 690 209 383
Ranta 86 536 38070
Avgifter och hyror 413 1160 442
Avgifter och hyror SBC Hemma 1275028 0
Reparation Balkonger 262 581 0
3162 136 2457 193
Not 16 VASENTLIGA HANDELSER EFTER ARETS

SLUT

Upphandling av entreprenér gallande omvandlingen av det fére detta gruppboendet

till ldgenheter berdknas slutforas under kvartal 1 2023. Féreningen har ansokt om,
och beviljats, utdkad finansiering i bank for att finansiera ombyggnadsarbetet. Lan

som kommer aterbetalas efter att de nya lagenheterna upplatits till nya medlemmar.
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Gulddragaren
769617-0880

Rapport om 3arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Gulddragaren for ar
2022.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppratta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och fér den interna kontroll som styrelsen bedémer &r
nodvandig for att uppratta en arsredovisning som inte innehaller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om arsredovisningen pa grundval av var revision. Detta kréver
att vi planerar och utfér revisionen for att uppna rimlig sékerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika dtgédrder inhdmta revisionsbevis om belopp och annan
information i arsredovisningen. Revisorn véljer vilka atgérder som ska utféras, bland annat
genom att bedéma riskerna for vasentliga felaktigheter i arsredovisningen, vare sig dessa
beror pd oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgdrder som &r &ndamalsenliga med
hansyn till omstandigheterna, men inte i syfte att géra ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvardering av
andamalsenligheten i de redovisningsprinciper som har anvéants och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den dvergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhamtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stallning
per 2022-12-31 och av dess finansiella resultat for dret enligt drsredovisningslagen.
Férvaltningsberéttelsen &r forenlig med arsredovisningens évriga delar.

Vi tillstyrker darfor att foreningsstamman faststéller resultatrakningen och balansrakningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi d&ven utfoért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning foér
Bostadsrattsforeningen Gulddragaren foér ar 2022.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller férlust, och det ar styrelsen som har ansvaret for forvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar ar att med rimlig sdkerhet uttala mig om forslaget till dispositioner betraffande
féreningens vinst eller férlust och om férvaltningen pa grundval av var revision.

Som underlag for vart uttalande om styrelsens férslag till dispositioner betréffande
foreningens vinst eller forlust har vi granskat om férslaget ar férenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utéver revisionen av
arsredovisningen granskat vasentliga beslut, dtgérder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pd annat satt har handlat i strid med bostadsréttslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhdmtat &r tillréickliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstamman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm 2023-04-26

Ravisor AB
David Walman
Revisor
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Arsredovisning

Bostadsrattsféreningen
Gulddragaren

Styrelsen far harmed avge arsredovisning for rakenskapsaret 1 januari - 31 december 2022.

Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

| styrelsens uppdrag ingar det att planera underhall och forvaltning av fastigheten, faststélla féreningens arsavgifter
samt se till att ekonomin ar god. Via arsavgifterna ska medlemmarna finansiera kommande underhall och darfér gor
styrelsen arligen en budget som ligger till grund fér dessa berakningar. Storleken pa avsattningen till fonden for yttre
underhall bér anpassas utifran foreningens plan for underhallet. Kommande underhall kan medféra att nya lan
behdvs. Féreningen ska verka enligt sjdlvkostnadsprincipen och resultatet kan variera dver aren beroende pa olika
atgarder. Forandringen av féreningens likvida medel kan utldsas under avsnittet Férandring likvida medel.

Foreningen féljer en underhallsplan som stracker sig mellan dren 2010 och 2030.

Inga stérre underhadll &r planerade de narmaste aren.

Medel reserveras arligen till det planerade underhallet. Fér att se avsattningens storlek, se fondnoten.
Arsavgifterna planeras att hojas.

Fler detaljer och mer information om de olika delarna finns langre fram i forvaltningsberattelsen.

Foreningens andamal
Foreningen har till andamal att framja medlemmarnas ekonomiska intresse genom att i féreningens hus upplata
bostadslagenheter under nyttjanderatt och utan tidsbegransning.

Grundfakta om féreningen
Bostadsrattsforeningen registrerades 2007-07-27. Féreningens nuvarande ekonomiska plan registrerades 2009-04-28
och nuvarande stadgar registrerades 2017-06-20 hos Bolagsverket. Féreningen har sitt sdte i Stockholm.

Foreningen &r ett s.k. privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en akta
bostadsrattsforening.

Styrelsen

Andreas Pettersson Ordférande
Karar Alkaizhwan Ledamot
Maria Borowski Ledamot
Anders Croné Ledamot
Kadriye Dinc Ledamot
Benjamin Larsson Ledamot
Bjorn Christoffer Nordvall Ledamot
Salko Besirevic Suppleant
Erik Joakim Fermelin Astrom Suppleant
Mercedeh Siahtiri Cramne Suppleant

Styrelsen har under aret avhallit 12 protokollférda sammantraden.

Revisor
David Walman Ordinarie Extern Révisor AB
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Valberedning
Lars Stervander
Diana Zeljkovic

Stammor
Ordinarie féreningsstamma holls 2022-06-02.

Fastighetsfakta

Foreningens fastighet har forvarvats enligt nedan:
Fastighetsbeteckning Forvarv Kommun
Gulddragaren 25 2009 Stockholm
Gulddragaren 26 2009 Stockholm
Gulddragaren 27 2009 Stockholm
Gulddragaren 28 2009 Stockholm

Fastigheterna ar upplatna med tomtratt.

Fullvardesforsakring finns via Folksam.
| forsakringen ingar kollektivt bostadsrattstillagg for medlemmarna samt ansvarsforsakring for styrelsen.

Byggnadernas uppvarmning &r fiarrvarme.
Byggnadsar och ytor
Fastigheterna bebyggdes 1989 och bestar av 12 flerbostadshus.

Fastigheternas vardear ar 1989.

Byggnadernas totalyta ar enligt taxeringsbeskedet 19 900 m2, varav 18 673 m2 utgdér boyta och 328 m2 utgor
lokalyta.

Lagenheter och lokaler
Foreningen upplater 229 ldgenheter med bostadsratt samt 21 ldagenheter och 31 lokaler med hyresratt.

Lagenhetsfordelning:

91 63 67

1 rok 2 rok 3rok 4 rok 5 rok >5 rok
Verksamhet i lokalerna Yta Loptid
Forrdd/Lager 40 297 m?

Foreningen ar frivilligt momsregistrerad avseende verksamhetslokaler.
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Kommentar

Foreningslokal
Miljéstuga_01
Miljéstuga_02
Tvattstuga_01
Tvattstuga_02
Tvattstuga_03
Grovtvattstuga
Uthyrningsldgenhet

Vastertorpsvagen 144B
Slattgardsvagen 83B
Vastertorpsvagen 160D
Slattgardsvagen 103A
Slattgardsvagen 91A
Véstertorpsvagen 144B
Véstertorpsvagen 160E
Slattgardsvagen 103A

Byggnadernas tekniska status

Foreningen foljer en underhallsplan som upprattades 2010 och stracker sig fram till 2030.

Nedanstaende underhall har utforts eller planeras:

Utfért underhall Ar Kommentar

Portar 2022 Forstarkta entrépartier med balkar
for okat brytskydd.

Hiss 2022 Byte av hydraulolja i tva hissar

Parkering 2022 Forstarkt elnat till parkeringsomrade
P1,P2 och P3

Belysning ute 2022 Fortsatt ledkonvertering av
féreningens utebelysning

Innergard 2021 Upprustning av innergard

Uthyrningsldgenhet 2020 lordningstallande av
uthyrningsldgenhet

Bergvdrme 2020 Installation av bergvarme

Parkering 2020 - 2021 Fler parkeringsplatser anlades i
omradet

Radonmadtning 2020 - 2021 Radonmatning utférdes i omradet

Fasadmalning 2019 Malning bursprak, skarmtak,
resterande hus

OVK 2019 Ventilation

Energideklaration 2019

Matavfall 2019 Inférande av matavfallssortering

Solceller 2019 Solceller installerade

Ventilation 2018 Hus 8 och 9 har fatt nya
fléktaggregat.

Vindar 2018 Tillaggsisolering 16sull samtliga
vindar.

Trapphusmalning 2018 Malning av samtliga trapphus

Belysning ute 2018 Byte till led

Hiss 2018 Hiss Slattgardsvagen 93
Modernisering

Gard 2018 Anldggandet av foreningens nya
parkering avslutad.

Elsystem 2018 Gemensamhetsel

Hiss 2018 Hiss Slattgardsvagen 91
Modernisering

Hiss 2017 Hiss Vastertorpsvagen 168
Modernisering

Stamspolning 2017 Spolning av féreningens
avloppsstammar

Ventilation 2017 Injustering/Rengéring Hus 1-6,10-
12

Aggregatbyte 2017 Ventilation

Hiss 2017 Hiss Vastertorpsvagen 144
Modernisering

Malning Komplementhus 2017 Malning av samtliga
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Takspolning Komplementhus 2017 Hogtryckstvatt av tak

Avloppsfilmning 2017 Avloppsrérsanalys

Fasadmalning 2017 - 2019 Malning bursprak, skarmtak, hus
57,89

Ytterdorrar i tra 2016 Malning

Fasad 2016 Malning bursprak, skarmtak Hus 6
Vastertorpsvagen 150, 152

Hiss 2016 Hiss Slattgardsvagen 105
Modernisering

Hiss 2016 Hiss Vastertorpsvagen 152
Modernisering

Lekplatser 2016 Studsmatta

Utemabler 2016 Nya utemdbler

Takspolning K3 2016 Hogtryckstvatt

Ventilation 2016 - 2019 Injustering Ventilation Hus 7,8,9

Belysning 2016 - 2017 Belysning trapphus

Hiss 2015 Hiss Slattgardsvagen 109
Modernisering

Hiss 2015 Hiss Vastertorpsvagen 164
Modernisering

Fasad 2014 - 2015 Malning smahus

Belysning 2013 -2017 Belysning trapphus

Tvattstuga 2013 Byte 3 st torkskap

Undercentral 2013 Ny undercentralvarmeanldaggning
samt styrsystem

Ventilation 2013 OvK

Hiss 2013 Hiss slattgardsv 101 utbytt mot ny

Lokal 2013 -2017 Renovering ytskikt

Foreningslokalen 2013 Helrenovering samt nya inventarier

Ventilation 2013 -2019 renovering, utbyte flaktar

Varmesystem 2012 Nya radiatorventiler samt
injusteringvarme

Utebelysning 2012 -2017 Byte fasadbelysning

Belysning garden 2011 Nya belysningsarmaturer pa stolpar
och pollare

Tvattstugor 2011 4 st nya maskiner

Uteplatser 2011 -2014 Malning samt underhall av
traarbeten uteplatser

Parkeringsplatser 2011 Nya uttagscentraler for
motorvarmare med timer

Gardar och lekplatser 2010 Uppfraschning, beskarning trad
m.m.

Tvattstugor 2010 Nya inventarier, ommalning

Belysningen Gardshus 2010 Forbattring av utomhusbelysning

Porttelefoni och nytt lassystem 2010 Ny installation for att hoja
sakerheten

Planerat underhall Ar Kommentar

Hiss 2023 Fortsatt byte av hydraulolja i hissar

Hiss 2025 Fortsatt modernisering vid behov
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Forvaltning

Foreningens foérvaltningsavtal och 6vriga avtal.

Brf Gulddragaren
769617-0880

Avtal Leverantor
Ekonomisk forvaltning SBC Sveriges BostadsrattsCentrum AB
Markskdtsel PR Eko Mark

Trapp- och Entréstadning
Kabel-TV
Vatten

Aterkommande Besiktning av Hissar

Parkeringsévervakning
Bredband

Bevakningsavtal (Trygghetsjour)
Avfallshantering
(Hushallssopor/Matavfall)

Elnat

Fjarrvarme

Fiberférbindelse

Hantering av Kallsorterade Avfall
Skotsel och Underhall av Hissar
Skadedjur

Fastighetsskotsel

Taksakerhet

Elleverans

Varmecentral

Ren Standard AB

Tele 2 AB

Stockholm Vatten och Avfall
Inspecta AB

Apcoa Parking Sverige AB
Ownit AB

Securitas Sverige AB
Stockholm Vatten och Avfall

Ellevio AB

Stockholm Exergi

AB Stokab

Ragn-Sells AB

Schindler Hiss AB

Nomor AB

SBC Sveriges BostadsrattsCentrum AB
WM Tak

Enkla Elbolaget

Indoor Energy
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Foreningens ekonomi
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Det kan inte uteslutas att héjning av avgiften under 2023 utdver beslutad hojning per 2023-01-01, 3,0%, kan bl
nodvandig. De storsta osakerheterna som bestammer utvecklingen ar hur kall och snérik vintern blir hur elpriset
utvecklas samt om rantorna fortsatter att stiga eller stabiliseras under det kommande aret.

Enligt styrelsens beslut hojs arsavgifterna 2023-01-01 med 3 %.

Enligt styrelsens beslut hojdes arsavgifterna 2022-01-01 med 2 %.

FORANDRING LIKVIDA MEDEL 2022 2021

LIKVIDA MEDEL VID ARETS BORJAN 10 059 706 6707 134

INBETALNINGAR

Rorelseintakter 16 465 203 15 660 092

Finansiella intakter 58 759 17 980

Minskning kortfristiga fordringar 0 685 456

Medlemsinsatser 0 3400 000

Okning av kortfristiga skulder 968 523 0
17 492 484 19 763 528

UTBETALNINGAR

Rorelsekostnader exkl avskrivningar 11780 125 12 250610

Finansiella kostnader 971 231 873 664

Okning av materiella anldggningstillgédngar 423 059 1903 841

Okning av kortfristiga fordringar 409 831 0

Minskning av langfristiga skulder 1396 573 1367 111

Minskning av kortfristiga skulder 0 15730
14 980 819 16 410 957

LIKVIDA MEDEL VID ARETS SLUT* 12 571 372 10 059 706

ARETS FORANDRING AV LIKVIDA MEDEL 2511666 3352572

*Likvida medel redovisas i balansrakningen under posterna

Kassa och Bank samt Ovriga fordringar.

Fordelning av intakter och kostnader
Ovriga Kriv-
intakter Hyror Arx;gr;\;

12% 17%

Arsavgifter
71%

. 24%
Ovrig drift
31%

Kapital-
kostnader
/ o%
Fastighetssk
att/avgift Reparationer
2% 9%
Taxebundna Periodiskt
kostnader underhall
24% 4%

Skatter och avgifter

Fastighetsavgiften fér hyreshus ar 0,3% av taxeringsvardet for bostadshus med tillhérande tomtmark, dock blir
avgiften hogst 1 519 kr per bostadsldgenhet. Lokaler beskattas med 1 procent av lokalernas taxeringsvarde.
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Vasentliga handelser under rakenskapsaret
Projektering och upphandling av entreprentr gallande omvandlingen av det fére detta gruppboendet till Iagenheter

har pdgatt under aret och ny hiss har installerats som ett forberedande arbete.

Medlemsinformation

Medlemslagenheter: 229 st
Overl3telser under &ret: 18 st
Nyupplatelser under aret: 2 st
Beviljade andrahandsuthyrningar: 2 st

Overlatelse- och pantsattningsavgift tas ut enligt stadgar. Overlatelseavgift betalas av képare.

Antal medlemmar vid rakenskapsarets borjan: 303

Tillkommande medlemmar: 33
Avgadende medlemmar: 27

Antal medlemmar vid rakenskapsarets slut: 309

Flerarsoversikt

Brf Gulddragaren

769617-0880

Nyckeltal 2022 2021 2020 2019
Arsavgift/m? bostadsrattsyta 693 678 670 650
Hyror/m2 hyresrattsyta 635 619 645 645
Lan/m2 bostadsrattsyta 5891 5973 6 054 5699
Elkostnad/m? totalyta 90 99 51 91
Varmekostnad/m? totalyta 50 50 77 90
Vattenkostnad/m? totalyta 33 30 28 25
Kapitalkostnader/m? totalyta 49 44 43 59
Soliditet (%) 67 67 66 66
Resultat efter finansiella poster (tkr) -284 -1 522 4610 -3730
Nettoomsattning (tkr) 16 362 15 465 14 901 14 901
Ytuppgifter enligt taxeringsbesked, 18 673 m2 bostader och 328 m2 lokaler.
Forandringar eget kapital
Disposition
av
féregaende
ars resultat
Belopp vid Forandring enl stimmans Belopp vid
arets utgang under aret beslut arets ingang
Bundet eget kapital
Inbetalda insatser 237 808 235 0 0 237 808 235
Upplatelseavgifter 25791 394 0 0 25791394
Fond for yttre underhall 1819 347 1819 347 -1671725 1671725
S:a bundet eget kapital 265 418 976 1819 347 -1671725 265 271 354
Fritt eget kapital
Balanserat resultat -57 245 214 -1819 347 149762 -55 575 629
Arets resultat -283 691 -283 691 1521963 -1521963
S:a fritt eget kapital -57 528 905 -2 103 038 1671725 -57 097 592
S:a eget kapital 207 890 071 -283 691 0 208 173 762
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Resultatdisposition

Till foreningsstammans forfogande star foljande medel:

arets resultat

balanserat resultat fore reservering till fond for yttre underhall
reservering till fond for yttre underhall enligt stadgar

summa balanserat resultat

Styrelsen foreslar foljande disposition:
av fond fér yttre underhall ianspraktas
att i ny rakning 6verfors

-283 691
-55 425 867
-1 819 347
-57 528 905

723 805
-56 805 100

Brf Gulddragaren
769617-0880

Betraffande féreningens resultat och stallning i 6évrigt hanvisas till féljande resultat- och balansrdkning med noter.
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Resultatrakning

1 JANUARI - 31 DECEMBER

RORELSEINTAKTER
Nettoomsattning

Ovriga rorelseintakter
Summa rorelseintakter

RORELSEKOSTNADER
Driftkostnader

Ovriga externa kostnader
Personalkostnader
Avskrivning av materiella
anlaggningstillgdngar
Summa rorelsekostnader

RORELSERESULTAT

FINANSIELLA POSTER

Not 2
Not 3

Not 4
Not 5
Not 6
Not 7

Ovriga ranteintékter och liknande resultatposter

Rantekostnader och liknande resultatposter

Summa finansiella poster

RESULTAT EFTER FINANSIELLA POSTER

ARETS RESULTAT
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2022

16 361 504
103 699
16 465 203

-10 376 746
-848 318
-555 061

-4 056 297
-15 836 421
628 782

58 759

-971 231
-912 473
-283 691

-283 691

2021

15 465 446
194 646
15 660 092

-11 168 642
-448 822
-633 146

-4 075 761

-16 326 371

-666 279

17 980
-873 664
-855 684
-1521963

-1521963





Balansrakning

TILLGANGAR

ANLAGGNINGSTILLGANGAR
Materiella anldggningstillgangar

Byggnader Not 8,14
Pagdende byggnation Not 9
Inventarier Not 10

Summa materiella anlaggningstillgangar
SUMMA ANLAGGNINGSTILLGANGAR

OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar

Ovriga fordringar inkl SBC Klientmedel ~ Not 11
Summa kortfristiga fordringar

KASSA OCH BANK
Kassa och bank
Summa kassa och bank

SUMMA OMSATTNINGSTILLGANGAR

SUMMA TILLGANGAR

2022-12-31

296 816 545
2 246 359
25771

299 088 675

299 088 675

163 849
3043728
3207 577

9 953 303

9 953 303

13 160 881

312 249 555
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2021-12-31

300214 168
2475811
31933

302 721 912

302 721 912

60 557
2763971
2 824 528

7 414 856

7 414 856

10 239 384

312 961 296
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Balansrakning

EGET KAPITAL OCH SKULDER

EGET KAPITAL

Bundet eget kapital
Medlemsinsatser

Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat

Arets resultat

Summa fritt eget kapital

SUMMA EGET KAPITAL

LANGFRISTIGA SKULDER
Skulder till kreditinstitut
Summa langfristiga skulder

KORTFRISTIGA SKULDER
Kortfristig del av skulder till
kreditinstitut
Leverantorsskulder
Skatteskulder

Ovriga skulder

Upplupna kostnader och férutbetalda

intakter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

2022-12-31

263 599 629
Not 12 1819 347
265 418 976

-57 245 214
-283 691
-57 528 905

207 890 071

52 753 993
52 753 993

Not 13,14
Not 13,14 46 886 551
669 765
753 701
133 339
Not 15 3162 136
51 605 492

312 249 555
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2021-12-31

263 599 629
1671725
265 271 354

-55 575629
-1521963
-57 097 592
208 173 762
76 901 856
76 901 856
24 135 261
427 398
830472
35355
2457193
27 885 679

312 961 296
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Noter

Not 1

Belopp anges i svenska kronor om inte annat anges.

REDOVISNINGSPRINCIPER

Arsredovisningen har upprattats i enlighet med BFNAR 2016:10, Arsredovisning i

mindre foretag (K2).

Forenklingsregeln géllande periodiseringar har tillampats.

Samma varderingsprinciper har anvants som féregdende ar.

Pa grund av att individuell matning (IMD) numera ar skattepliktigt och
momsredovisning har upprattats for ar 2018, 2019 och 2020, sa kan det innebéra en
bristande jamforbarhet mellan rakenskapsaret och det narmast féregdende

rakenskapsaret.

Reservering till fond for yttre underhall enligt stadgar gors i arsbokslutet. Forslag till
ianspraktagande av fond for yttre underhall for arets periodiska underhall ldmnas i

resultatdispositionen.

Lan som har slutférfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga
skulder. Bedémning om att redovisa den skulden som langfristig kan géras forst nar

slutforfallodagen har passerat och fortsatt beldning har bekréftats hos bank.

Avskrivningar pa anlaggningstillgangar enligt plan baseras pa ursprungliga

anskaffningsvardet och beraknad nyttjandeperiod. Féljande avskrivningar uttryckt i

antal ar tillampas.

Avskrivningar 2022 2021
Byggnader 100 ar 100 ar
Yttre anldggningar 10 ar 10 ar
Tvattstuga 20 ar 20 ar
Elanlaggning 25/10 ar 25/10 ar
Bredband 10 ar 10 ar
Garage/parkeringsplats 20/10 ar 20/10 ar
Porttelefon 15 ar 15 ar
Kabel-TV 15 ar 15 ar
Balkonger/terrasser 10 ar 10 ar
Tradgard 20 ar 20 ar
Inventarier lagenheter 10 ar 10 ar
Tvattstugeutrustning 5-15ar 5-15ar
Varmeanldaggning 25 ar 25 ar
Isolering vind 40 ar 40 ar
Effekthdjning elanslutning 5ar 5ar
Solcellsanlaggning 20 ar 20 ar
Markanlaggning 20 ar 0
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Not2  NETTOOMSATTNING 2022 2021
Arsavgifter 11718 488 11472 861

Hyror bostader 1894 015 1847 823

Hyror parkering moms 132 505 98 522

Hyror parkering 591 656 564 116

Hyror forrad 221 370 217 320
Bredbandsintakter 341 690 341 820
Hyresrabatt -8 540 0

Elintakter 62 075 62 100

Elintdkter moms 1327 301 860 906
Gemensamhetslokal 42 240 0
Overl3telse/pantséttning 38 640 0
Oresutjamning 65 -23

16 361 504 15 465 446

Not3  OVRIGA RORELSEINTAKTER 2022 2021
Fakturerade kostnader 2313 2313
Forsakringsersattning 80 300 137 664

Ovriga intakter 21 086 54 670

103 699 194 646
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Not4  DRIFTKOSTNADER 2022 2021

Fastighetskostnader
Fastighetsskotsel entreprenad 129 240 533588
Fastighetsskotsel bestallning 8 997 5152
Fastighetsskotsel gard entreprenad 316 296 400 740
Fastighetsskotsel gard bestallning 155 997 89 799
Snoérojning/sandning 461 436 591 252
Stadning entreprenad 269 820 253 858
Stadning enligt bestallning 17 050 3200
Hissbesiktning 22 040 24994
Myndighetstillsyn 5670 11 070
Bevakning 0 4625
Garage/parkering 298 0
Gard 0 2739
Serviceavtal 250016 101 479
Forbrukningsmateriel 10 544 17 445
Teleport/hissanldggning 14 102 13492
Stoérningsjour och larm 20 246 17 473
1681 752 2 070 906

Reparationer

Hyreslagenheter 19 255 43 322
Brf Ldgenheter 8 000 0
Gemensamma utrymmen 3 605 0
Tvattstuga 40 405 78 460
Entré/trapphus 12 494 3853
Las 26 203 32943
VVS 291 398 81 469
Ventilation 0 6243
Elinstallationer 10 401 5821
Tele/TV/Kabel-TV/porttelefon 0 5181
Hiss 111 261 70 033
Tak 0 8783
Fasad 3674 4517
Fénster 0 2 650
Balkonger/altaner 263 225 0
Skador/klotter/skadegorelse 59 907 16 476
Vattenskada 722 128 422 899
1571956 782 650

Periodiskt underhall
Byggnad 0 5825
Hyreslagenheter 0 913 444
Lokaler 0 7913
Gemensamma utrymmen 105 570 231734
Tvattstuga 56 086 0
Sophantering/atervinning 594 26 000
Entré/trapphus 192 525 7 140
VVS 67 750 0
Elinstallationer 8 844 0
Tele/TV/kabel-TV/porttelefon 0 23 167
Hiss 289 898 51720
Huskropp utvandigt 2 538 0
Tak 0 97 208
Fasad 0 100 000
Balkonger/altaner 0 46 000
Mark/gard/utemiljé 0 300 071
Garage/parkering 0 45 877
723 805 1856 098
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Taxebundna kostnader
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El 1794212 1964 126
Varme 1003 033 1 000 023
Vatten 649 791 603 895
Sophamtning/renhalining 372914 275789
Grovsopor 168 436 124 889
3 988 386 3968722
Ovriga driftkostnader
Forsakring 486 358 454 540
Tomtrattsavgald 1370900 1370900
Kabel-TV 19 125 12 382
Bredband 199 434 233773
2075817 2 071595
Fastighetsskatt/Kommunal avgift 335 030 418 671
TOTALT DRIFTKOSTNADER 10 376 746 11 168 642
Not5  OVRIGA EXTERNA KOSTNADER 2022 2021
Kreditupplysning 4 589 625
Tele- och datakommunikation 1509 4809
Juridiska atgarder 31938 49 973
Inkassering avgift/hyra 9113 11905
Hyresforluster 611 0
Revisionsarvode extern revisor 18 738 27 375
Foreningskostnader 450 0
Styrelseomkostnader 32 000 0
Fritids- och trivselkostnader 18 420 21992
Forvaltningsarvode 609 599 250 000
Forvaltningsarvoden 6vriga 5988 9 000
Administration 104 654 18 422
Korttidsinventarier 0 16 252
Konsultarvode 0 27 919
Bostadsratterna Sverige Ek For 10710 10 550
848 318 448 822
Not 6  PERSONALKOSTNADER 2022 2021
Anstéllda och personalkostnader
Foreningen har inte haft ndgon anstalld.
Foljande ersattningar har utgatt
Styrelse och internrevisor 448 830 445 470
Sociala kostnader 106 231 187 676
555 061 633 146
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Not7  AVSKRIVNINGAR 2022 2021
Byggnad 3 085 964 3085 964
Forbattringar 915 572 947 067
Markanlaggning 48 599 15973
Inventarier 6 163 26 757

4 056 297 4075 761

Not 8 BYGGNADER 2022-12-31 2021-12-31
Ackumulerade anskaffningsvarden
Vid arets borjan 331 586 465 331586 465
Nyanskaffningar 652 511 0
Utgaende anskaffningsvarde 332 238 976 331 586 465
Ackumulerade avskrivningar enligt
plan
Vid arets borjan -31 372 297 -27 323 293
Arets avskrivningar enligt plan -4 050 134 -4 049 004
Utgaende avskrivning enligt plan -35 422 431 -31372 297
Planenligt restvarde vid arets slut 296 816 545 300 214 168
Taxeringsvarde
Taxeringsvarde byggnad 232 362 000 214 056 000
Taxeringsvarde mark 374 087 000 196 800 000

606 449 000 410 856 000
Uppdelning av taxeringsvarde
Bostader 603 000 000 402 400 000
Lokaler 3 449 000 8 456 000
606 449 000 410 856 000
Fastigheten ar upplaten med tomtratt.

Not9  PAGAENDE BYGGNATION 2022-12-31 2021-12-31

Pagaende om- och tillbyggnad 2 246 359 2 475 811
2 246 359 2475811
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Not 10 INVENTARIER 2022-12-31 2021-12-31
Ackumulerade anskaffningsvarden
Vid arets borjan 1143 871 1143 871
Nyanskaffningar 0 0
Utrangering/forsaljning 0 0
Utgaende anskaffningsvéarde 1143 871 1143 871
Ackumulerade avskrivningar enligt plan
Vid arets borjan -1111938 -1 085 181
Arets avskrivningar enligt plan -6 163 -26 757
Utrangering/forsaljning 0 0
Utgaende ack. avskrivningar enligt -1 118 101 -1 111938
plan
Redovisat restvarde vid arets slut 25 770 31933

Not 11 OVRIGA FORDRINGAR 2022-12-31 2021-12-31
Skattekonto 419 534 101 626
Momsavrakning 0 1506
Klientmedel hos SBC 2616 759 2 644 850
Inkasso 431 0
Fordringar 4 086 15989
Fordringar kreditfakturor 1609 0
Rantekonto hos SBC 1310 0

3043728 2763971

Not 12 FOND FOR YTTRE UNDERHALL 2022-12-31 2021-12-31
Vid arets bdrjan 1671725 1232568
Reservering enligt stadgar 1819 347 1218231
Reservering enligt stammobeslut 0 0
lanspraktagande enligt stadgar 0 0
lanspraktagande enligt stammobeslut -1 671725 -779 074
Vid arets slut 1819 347 1671725
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Not
13 SKULDER TILL KREDITINSTITUT
Villkors-
Rantesats Belopp Belopp andringsda
2022-12-31 2022-12-31 2021-12-31 g
SBAB 0,930 % 23 000 810 23 125558 2023-10-11
SBAB 2,760 % 22 757 228 22 900 540 2023-08-09
SEB 0,870 % 20 725 000 20975 000 2024-06-28
SBAB 0,920 % 22 797 506 22916 019 2026-07-17
SBAB 0,780 % 4 625 000 4 925 000 2024-08-15
SBAB 0,860 % 5 735 000 6 195 000 2025-02-14
Summa skulder till kreditinstitut 99 640 544 101 037 117
Kortfristig del av skulder till kreditinstitut -46 886 551 -24 135 261
52 753 993 76 901 856
Om fem ar berdknas skulden till kreditinstitut uppga till 92 804 989 kr.
Lan som har slutforfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder.
Beddmning om att redovisa den skulden som langfristig kan goras férst nar slutférfallodagen har
passerat och fortsatt beldning har bekraftats hos bank.
Not 14 STALLDA SAKERHETER 2022-12-31 2021-12-31
Fastighetsinteckningar 118 000 000 118 000 000
Not 15 UPPLUPNA KOSTNADER OCH 2022-12-31 2021-12-31
FORUTBETALDA INTAKTER
El 437 466 556 279
Varme 126 013 0
Vatten 65 628 0
Sophdmtning 57 033 0
Arvoden 628 748 493 019
Sociala avgifter 222 690 209 383
Ranta 86 536 38070
Avgifter och hyror 413 1160 442
Avgifter och hyror SBC Hemma 1275028 0
Reparation Balkonger 262 581 0
3162 136 2457 193
Not 16 VASENTLIGA HANDELSER EFTER ARETS

SLUT

Upphandling av entreprenér gallande omvandlingen av det fére detta gruppboendet

till ldgenheter berdknas slutforas under kvartal 1 2023. Féreningen har ansokt om,
och beviljats, utdkad finansiering i bank for att finansiera ombyggnadsarbetet. Lan

som kommer aterbetalas efter att de nya lagenheterna upplatits till nya medlemmar.
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Styrelsens underskrifter

Stockholm den / 2023

Andreas Pettersson
Ordférande

Maria Borowski
Ledamot

Kadriye Dinc
Ledamot

Bjorn Christoffer Nordvall
Ledamot

Min revisionsberattelse har ldmnats den

David Walman
Extern revisor

/

Karar Alkaizhwan
Ledamot

Anders Croné
Ledamot

Benjamin Larsson
Ledamot

2023
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12:16 Signerat | Bjorn Christoffer Nordvall, Bostadsréttsforeningen Gulddragaren
Genomfoért med: BanklD av CHRISTOFFER NORDVALL. IP: 94.191.153.68

12:19 Signerat | Nils Anders Croné, Bostadsréttsforeningen Gulddragaren
Genomfort med: BanklD av Nils Anders Croné. |P; 37.46.179.226

21:58 Signerat | Karar Al-Kaizhwan, Bostadsréttsforeningen Gulddragaren
Genomfort med: BanklD av KARAR AL-KAIZHWAN. IP: 94.191.152.167

Verifikat utférdat av Egreement AB

Detta verifikat bekraftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta handelser i anglutning till signering. Till detta finns separata datefiler bifogade, dessainnehdller kompletterande information av
teknisk karaktar och styrker dokumentens och signaturernas akthet och validitet (for atkomst till filerna, anvand en PDF-l&sare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sakerstélla dess identitet. For mer information,
se bifogad dokumentation.

Verifikation, version: 1.17
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Arsredovisning

Bostadsrattsféreningen
Gulddragaren

Styrelsen far harmed avge arsredovisning for rakenskapsaret 1 januari - 31 december 2022.

Forvaltningsberattelse

Verksamheten

Allmant om verksamheten

| styrelsens uppdrag ingar det att planera underhall och forvaltning av fastigheten, faststélla féreningens arsavgifter
samt se till att ekonomin ar god. Via arsavgifterna ska medlemmarna finansiera kommande underhall och darfér gor
styrelsen arligen en budget som ligger till grund fér dessa berakningar. Storleken pa avsattningen till fonden for yttre
underhall bér anpassas utifran foreningens plan for underhallet. Kommande underhall kan medféra att nya lan
behdvs. Féreningen ska verka enligt sjdlvkostnadsprincipen och resultatet kan variera dver aren beroende pa olika
atgarder. Forandringen av féreningens likvida medel kan utldsas under avsnittet Férandring likvida medel.

Foreningen féljer en underhallsplan som stracker sig mellan dren 2010 och 2030.

Inga stérre underhadll &r planerade de narmaste aren.

Medel reserveras arligen till det planerade underhallet. Fér att se avsattningens storlek, se fondnoten.
Arsavgifterna planeras att hojas.

Fler detaljer och mer information om de olika delarna finns langre fram i forvaltningsberattelsen.

Foreningens andamal
Foreningen har till andamal att framja medlemmarnas ekonomiska intresse genom att i féreningens hus upplata
bostadslagenheter under nyttjanderatt och utan tidsbegransning.

Grundfakta om féreningen
Bostadsrattsforeningen registrerades 2007-07-27. Féreningens nuvarande ekonomiska plan registrerades 2009-04-28
och nuvarande stadgar registrerades 2017-06-20 hos Bolagsverket. Féreningen har sitt sdte i Stockholm.

Foreningen &r ett s.k. privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en akta
bostadsrattsforening.

Styrelsen

Andreas Pettersson Ordférande
Karar Alkaizhwan Ledamot
Maria Borowski Ledamot
Anders Croné Ledamot
Kadriye Dinc Ledamot
Benjamin Larsson Ledamot
Bjorn Christoffer Nordvall Ledamot
Salko Besirevic Suppleant
Erik Joakim Fermelin Astrom Suppleant
Mercedeh Siahtiri Cramne Suppleant

Styrelsen har under aret avhallit 12 protokollférda sammantraden.

Revisor
David Walman Ordinarie Extern Révisor AB
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Valberedning
Lars Stervander
Diana Zeljkovic

Stammor
Ordinarie féreningsstamma holls 2022-06-02.

Fastighetsfakta

Foreningens fastighet har forvarvats enligt nedan:
Fastighetsbeteckning Forvarv Kommun
Gulddragaren 25 2009 Stockholm
Gulddragaren 26 2009 Stockholm
Gulddragaren 27 2009 Stockholm
Gulddragaren 28 2009 Stockholm

Fastigheterna ar upplatna med tomtratt.

Fullvardesforsakring finns via Folksam.
| forsakringen ingar kollektivt bostadsrattstillagg for medlemmarna samt ansvarsforsakring for styrelsen.

Byggnadernas uppvarmning &r fiarrvarme.
Byggnadsar och ytor
Fastigheterna bebyggdes 1989 och bestar av 12 flerbostadshus.

Fastigheternas vardear ar 1989.

Byggnadernas totalyta ar enligt taxeringsbeskedet 19 900 m2, varav 18 673 m2 utgdér boyta och 328 m2 utgor
lokalyta.

Lagenheter och lokaler
Foreningen upplater 229 ldgenheter med bostadsratt samt 21 ldagenheter och 31 lokaler med hyresratt.

Lagenhetsfordelning:

91 63 67

1 rok 2 rok 3rok 4 rok 5 rok >5 rok
Verksamhet i lokalerna Yta Loptid
Forrdd/Lager 40 297 m?

Foreningen ar frivilligt momsregistrerad avseende verksamhetslokaler.
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Gemensamhetsutrymmen
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Kommentar

Foreningslokal
Miljéstuga_01
Miljéstuga_02
Tvattstuga_01
Tvattstuga_02
Tvattstuga_03
Grovtvattstuga
Uthyrningsldgenhet

Vastertorpsvagen 144B
Slattgardsvagen 83B
Vastertorpsvagen 160D
Slattgardsvagen 103A
Slattgardsvagen 91A
Véstertorpsvagen 144B
Véstertorpsvagen 160E
Slattgardsvagen 103A

Byggnadernas tekniska status

Foreningen foljer en underhallsplan som upprattades 2010 och stracker sig fram till 2030.

Nedanstaende underhall har utforts eller planeras:

Utfért underhall Ar Kommentar

Portar 2022 Forstarkta entrépartier med balkar
for okat brytskydd.

Hiss 2022 Byte av hydraulolja i tva hissar

Parkering 2022 Forstarkt elnat till parkeringsomrade
P1,P2 och P3

Belysning ute 2022 Fortsatt ledkonvertering av
féreningens utebelysning

Innergard 2021 Upprustning av innergard

Uthyrningsldgenhet 2020 lordningstallande av
uthyrningsldgenhet

Bergvdrme 2020 Installation av bergvarme

Parkering 2020 - 2021 Fler parkeringsplatser anlades i
omradet

Radonmadtning 2020 - 2021 Radonmatning utférdes i omradet

Fasadmalning 2019 Malning bursprak, skarmtak,
resterande hus

OVK 2019 Ventilation

Energideklaration 2019

Matavfall 2019 Inférande av matavfallssortering

Solceller 2019 Solceller installerade

Ventilation 2018 Hus 8 och 9 har fatt nya
fléktaggregat.

Vindar 2018 Tillaggsisolering 16sull samtliga
vindar.

Trapphusmalning 2018 Malning av samtliga trapphus

Belysning ute 2018 Byte till led

Hiss 2018 Hiss Slattgardsvagen 93
Modernisering

Gard 2018 Anldggandet av foreningens nya
parkering avslutad.

Elsystem 2018 Gemensamhetsel

Hiss 2018 Hiss Slattgardsvagen 91
Modernisering

Hiss 2017 Hiss Vastertorpsvagen 168
Modernisering

Stamspolning 2017 Spolning av féreningens
avloppsstammar

Ventilation 2017 Injustering/Rengéring Hus 1-6,10-
12

Aggregatbyte 2017 Ventilation

Hiss 2017 Hiss Vastertorpsvagen 144
Modernisering

Malning Komplementhus 2017 Malning av samtliga

Sida 3 av 19

komplementhus







Brf Gulddragaren
769617-0880

Takspolning Komplementhus 2017 Hogtryckstvatt av tak

Avloppsfilmning 2017 Avloppsrérsanalys

Fasadmalning 2017 - 2019 Malning bursprak, skarmtak, hus
57,89

Ytterdorrar i tra 2016 Malning

Fasad 2016 Malning bursprak, skarmtak Hus 6
Vastertorpsvagen 150, 152

Hiss 2016 Hiss Slattgardsvagen 105
Modernisering

Hiss 2016 Hiss Vastertorpsvagen 152
Modernisering

Lekplatser 2016 Studsmatta

Utemabler 2016 Nya utemdbler

Takspolning K3 2016 Hogtryckstvatt

Ventilation 2016 - 2019 Injustering Ventilation Hus 7,8,9

Belysning 2016 - 2017 Belysning trapphus

Hiss 2015 Hiss Slattgardsvagen 109
Modernisering

Hiss 2015 Hiss Vastertorpsvagen 164
Modernisering

Fasad 2014 - 2015 Malning smahus

Belysning 2013 -2017 Belysning trapphus

Tvattstuga 2013 Byte 3 st torkskap

Undercentral 2013 Ny undercentralvarmeanldaggning
samt styrsystem

Ventilation 2013 OvK

Hiss 2013 Hiss slattgardsv 101 utbytt mot ny

Lokal 2013 -2017 Renovering ytskikt

Foreningslokalen 2013 Helrenovering samt nya inventarier

Ventilation 2013 -2019 renovering, utbyte flaktar

Varmesystem 2012 Nya radiatorventiler samt
injusteringvarme

Utebelysning 2012 -2017 Byte fasadbelysning

Belysning garden 2011 Nya belysningsarmaturer pa stolpar
och pollare

Tvattstugor 2011 4 st nya maskiner

Uteplatser 2011 -2014 Malning samt underhall av
traarbeten uteplatser

Parkeringsplatser 2011 Nya uttagscentraler for
motorvarmare med timer

Gardar och lekplatser 2010 Uppfraschning, beskarning trad
m.m.

Tvattstugor 2010 Nya inventarier, ommalning

Belysningen Gardshus 2010 Forbattring av utomhusbelysning

Porttelefoni och nytt lassystem 2010 Ny installation for att hoja
sakerheten

Planerat underhall Ar Kommentar

Hiss 2023 Fortsatt byte av hydraulolja i hissar

Hiss 2025 Fortsatt modernisering vid behov
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Forvaltning

Foreningens foérvaltningsavtal och 6vriga avtal.
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Avtal Leverantor
Ekonomisk forvaltning SBC Sveriges BostadsrattsCentrum AB
Markskdtsel PR Eko Mark

Trapp- och Entréstadning
Kabel-TV
Vatten

Aterkommande Besiktning av Hissar

Parkeringsévervakning
Bredband

Bevakningsavtal (Trygghetsjour)
Avfallshantering
(Hushallssopor/Matavfall)

Elnat

Fjarrvarme

Fiberférbindelse

Hantering av Kallsorterade Avfall
Skotsel och Underhall av Hissar
Skadedjur

Fastighetsskotsel

Taksakerhet

Elleverans

Varmecentral

Ren Standard AB

Tele 2 AB

Stockholm Vatten och Avfall
Inspecta AB

Apcoa Parking Sverige AB
Ownit AB

Securitas Sverige AB
Stockholm Vatten och Avfall

Ellevio AB

Stockholm Exergi

AB Stokab

Ragn-Sells AB

Schindler Hiss AB

Nomor AB

SBC Sveriges BostadsrattsCentrum AB
WM Tak

Enkla Elbolaget

Indoor Energy

Sida 5av 19







Foreningens ekonomi
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Det kan inte uteslutas att héjning av avgiften under 2023 utdver beslutad hojning per 2023-01-01, 3,0%, kan bl
nodvandig. De storsta osakerheterna som bestammer utvecklingen ar hur kall och snérik vintern blir hur elpriset
utvecklas samt om rantorna fortsatter att stiga eller stabiliseras under det kommande aret.

Enligt styrelsens beslut hojs arsavgifterna 2023-01-01 med 3 %.

Enligt styrelsens beslut hojdes arsavgifterna 2022-01-01 med 2 %.

FORANDRING LIKVIDA MEDEL 2022 2021

LIKVIDA MEDEL VID ARETS BORJAN 10 059 706 6707 134

INBETALNINGAR

Rorelseintakter 16 465 203 15 660 092

Finansiella intakter 58 759 17 980

Minskning kortfristiga fordringar 0 685 456

Medlemsinsatser 0 3400 000

Okning av kortfristiga skulder 968 523 0
17 492 484 19 763 528

UTBETALNINGAR

Rorelsekostnader exkl avskrivningar 11780 125 12 250610

Finansiella kostnader 971 231 873 664

Okning av materiella anldggningstillgédngar 423 059 1903 841

Okning av kortfristiga fordringar 409 831 0

Minskning av langfristiga skulder 1396 573 1367 111

Minskning av kortfristiga skulder 0 15730
14 980 819 16 410 957

LIKVIDA MEDEL VID ARETS SLUT* 12 571 372 10 059 706

ARETS FORANDRING AV LIKVIDA MEDEL 2511666 3352572

*Likvida medel redovisas i balansrakningen under posterna

Kassa och Bank samt Ovriga fordringar.

Fordelning av intakter och kostnader
Ovriga Kriv-
intakter Hyror Arx;gr;\;

12% 17%

Arsavgifter
71%

. 24%
Ovrig drift
31%

Kapital-
kostnader
/ o%
Fastighetssk
att/avgift Reparationer
2% 9%
Taxebundna Periodiskt
kostnader underhall
24% 4%

Skatter och avgifter

Fastighetsavgiften fér hyreshus ar 0,3% av taxeringsvardet for bostadshus med tillhérande tomtmark, dock blir
avgiften hogst 1 519 kr per bostadsldgenhet. Lokaler beskattas med 1 procent av lokalernas taxeringsvarde.
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Vasentliga handelser under rakenskapsaret
Projektering och upphandling av entreprentr gallande omvandlingen av det fére detta gruppboendet till Iagenheter

har pdgatt under aret och ny hiss har installerats som ett forberedande arbete.

Medlemsinformation

Medlemslagenheter: 229 st
Overl3telser under &ret: 18 st
Nyupplatelser under aret: 2 st
Beviljade andrahandsuthyrningar: 2 st

Overlatelse- och pantsattningsavgift tas ut enligt stadgar. Overlatelseavgift betalas av képare.

Antal medlemmar vid rakenskapsarets borjan: 303

Tillkommande medlemmar: 33
Avgadende medlemmar: 27

Antal medlemmar vid rakenskapsarets slut: 309

Flerarsoversikt

Brf Gulddragaren

769617-0880

Nyckeltal 2022 2021 2020 2019
Arsavgift/m? bostadsrattsyta 693 678 670 650
Hyror/m2 hyresrattsyta 635 619 645 645
Lan/m2 bostadsrattsyta 5891 5973 6 054 5699
Elkostnad/m? totalyta 90 99 51 91
Varmekostnad/m? totalyta 50 50 77 90
Vattenkostnad/m? totalyta 33 30 28 25
Kapitalkostnader/m? totalyta 49 44 43 59
Soliditet (%) 67 67 66 66
Resultat efter finansiella poster (tkr) -284 -1 522 4610 -3730
Nettoomsattning (tkr) 16 362 15 465 14 901 14 901
Ytuppgifter enligt taxeringsbesked, 18 673 m2 bostader och 328 m2 lokaler.
Forandringar eget kapital
Disposition
av
féregaende
ars resultat
Belopp vid Forandring enl stimmans Belopp vid
arets utgang under aret beslut arets ingang
Bundet eget kapital
Inbetalda insatser 237 808 235 0 0 237 808 235
Upplatelseavgifter 25791 394 0 0 25791394
Fond for yttre underhall 1819 347 1819 347 -1671725 1671725
S:a bundet eget kapital 265 418 976 1819 347 -1671725 265 271 354
Fritt eget kapital
Balanserat resultat -57 245 214 -1819 347 149762 -55 575 629
Arets resultat -283 691 -283 691 1521963 -1521963
S:a fritt eget kapital -57 528 905 -2 103 038 1671725 -57 097 592
S:a eget kapital 207 890 071 -283 691 0 208 173 762
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Resultatdisposition

Till foreningsstammans forfogande star foljande medel:

arets resultat

balanserat resultat fore reservering till fond for yttre underhall
reservering till fond for yttre underhall enligt stadgar

summa balanserat resultat

Styrelsen foreslar foljande disposition:
av fond fér yttre underhall ianspraktas
att i ny rakning 6verfors

-283 691
-55 425 867
-1 819 347
-57 528 905

723 805
-56 805 100

Brf Gulddragaren
769617-0880

Betraffande féreningens resultat och stallning i 6évrigt hanvisas till féljande resultat- och balansrdkning med noter.
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Resultatrakning

1 JANUARI - 31 DECEMBER

RORELSEINTAKTER
Nettoomsattning

Ovriga rorelseintakter
Summa rorelseintakter

RORELSEKOSTNADER
Driftkostnader

Ovriga externa kostnader
Personalkostnader
Avskrivning av materiella
anlaggningstillgdngar
Summa rorelsekostnader

RORELSERESULTAT

FINANSIELLA POSTER

Not 2
Not 3

Not 4
Not 5
Not 6
Not 7

Ovriga ranteintékter och liknande resultatposter

Rantekostnader och liknande resultatposter

Summa finansiella poster

RESULTAT EFTER FINANSIELLA POSTER

ARETS RESULTAT
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2022

16 361 504
103 699
16 465 203

-10 376 746
-848 318
-555 061

-4 056 297
-15 836 421
628 782

58 759

-971 231
-912 473
-283 691

-283 691

2021

15 465 446
194 646
15 660 092

-11 168 642
-448 822
-633 146

-4 075 761

-16 326 371

-666 279

17 980
-873 664
-855 684
-1521963

-1521963







Balansrakning

TILLGANGAR

ANLAGGNINGSTILLGANGAR
Materiella anldggningstillgangar

Byggnader Not 8,14
Pagdende byggnation Not 9
Inventarier Not 10

Summa materiella anlaggningstillgangar
SUMMA ANLAGGNINGSTILLGANGAR

OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar

Ovriga fordringar inkl SBC Klientmedel ~ Not 11
Summa kortfristiga fordringar

KASSA OCH BANK
Kassa och bank
Summa kassa och bank

SUMMA OMSATTNINGSTILLGANGAR

SUMMA TILLGANGAR

2022-12-31

296 816 545
2 246 359
25771

299 088 675

299 088 675

163 849
3043728
3207 577

9 953 303

9 953 303

13 160 881

312 249 555
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2021-12-31

300214 168
2475811
31933

302 721 912

302 721 912

60 557
2763971
2 824 528

7 414 856

7 414 856

10 239 384

312 961 296
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Balansrakning

EGET KAPITAL OCH SKULDER

EGET KAPITAL

Bundet eget kapital
Medlemsinsatser

Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat

Arets resultat

Summa fritt eget kapital

SUMMA EGET KAPITAL

LANGFRISTIGA SKULDER
Skulder till kreditinstitut
Summa langfristiga skulder

KORTFRISTIGA SKULDER
Kortfristig del av skulder till
kreditinstitut
Leverantorsskulder
Skatteskulder

Ovriga skulder

Upplupna kostnader och férutbetalda

intakter
Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

2022-12-31

263 599 629
Not 12 1819 347
265 418 976

-57 245 214
-283 691
-57 528 905

207 890 071

52 753 993
52 753 993

Not 13,14
Not 13,14 46 886 551
669 765
753 701
133 339
Not 15 3162 136
51 605 492

312 249 555
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2021-12-31

263 599 629
1671725
265 271 354

-55 575629
-1521963
-57 097 592
208 173 762
76 901 856
76 901 856
24 135 261
427 398
830472
35355
2457193
27 885 679

312 961 296
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Noter

Not 1

Belopp anges i svenska kronor om inte annat anges.

REDOVISNINGSPRINCIPER

Arsredovisningen har upprattats i enlighet med BFNAR 2016:10, Arsredovisning i

mindre foretag (K2).

Forenklingsregeln géllande periodiseringar har tillampats.

Samma varderingsprinciper har anvants som féregdende ar.

Pa grund av att individuell matning (IMD) numera ar skattepliktigt och
momsredovisning har upprattats for ar 2018, 2019 och 2020, sa kan det innebéra en
bristande jamforbarhet mellan rakenskapsaret och det narmast féregdende

rakenskapsaret.

Reservering till fond for yttre underhall enligt stadgar gors i arsbokslutet. Forslag till
ianspraktagande av fond for yttre underhall for arets periodiska underhall ldmnas i

resultatdispositionen.

Lan som har slutférfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga
skulder. Bedémning om att redovisa den skulden som langfristig kan géras forst nar

slutforfallodagen har passerat och fortsatt beldning har bekréftats hos bank.

Avskrivningar pa anlaggningstillgangar enligt plan baseras pa ursprungliga

anskaffningsvardet och beraknad nyttjandeperiod. Féljande avskrivningar uttryckt i

antal ar tillampas.

Avskrivningar 2022 2021
Byggnader 100 ar 100 ar
Yttre anldggningar 10 ar 10 ar
Tvattstuga 20 ar 20 ar
Elanlaggning 25/10 ar 25/10 ar
Bredband 10 ar 10 ar
Garage/parkeringsplats 20/10 ar 20/10 ar
Porttelefon 15 ar 15 ar
Kabel-TV 15 ar 15 ar
Balkonger/terrasser 10 ar 10 ar
Tradgard 20 ar 20 ar
Inventarier lagenheter 10 ar 10 ar
Tvattstugeutrustning 5-15ar 5-15ar
Varmeanldaggning 25 ar 25 ar
Isolering vind 40 ar 40 ar
Effekthdjning elanslutning 5ar 5ar
Solcellsanlaggning 20 ar 20 ar
Markanlaggning 20 ar 0
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Not2  NETTOOMSATTNING 2022 2021
Arsavgifter 11718 488 11472 861

Hyror bostader 1894 015 1847 823

Hyror parkering moms 132 505 98 522

Hyror parkering 591 656 564 116

Hyror forrad 221 370 217 320
Bredbandsintakter 341 690 341 820
Hyresrabatt -8 540 0

Elintakter 62 075 62 100

Elintdkter moms 1327 301 860 906
Gemensamhetslokal 42 240 0
Overl3telse/pantséttning 38 640 0
Oresutjamning 65 -23

16 361 504 15 465 446

Not3  OVRIGA RORELSEINTAKTER 2022 2021
Fakturerade kostnader 2313 2313
Forsakringsersattning 80 300 137 664

Ovriga intakter 21 086 54 670

103 699 194 646
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Not4  DRIFTKOSTNADER 2022 2021

Fastighetskostnader
Fastighetsskotsel entreprenad 129 240 533588
Fastighetsskotsel bestallning 8 997 5152
Fastighetsskotsel gard entreprenad 316 296 400 740
Fastighetsskotsel gard bestallning 155 997 89 799
Snoérojning/sandning 461 436 591 252
Stadning entreprenad 269 820 253 858
Stadning enligt bestallning 17 050 3200
Hissbesiktning 22 040 24994
Myndighetstillsyn 5670 11 070
Bevakning 0 4625
Garage/parkering 298 0
Gard 0 2739
Serviceavtal 250016 101 479
Forbrukningsmateriel 10 544 17 445
Teleport/hissanldggning 14 102 13492
Stoérningsjour och larm 20 246 17 473
1681 752 2 070 906

Reparationer

Hyreslagenheter 19 255 43 322
Brf Ldgenheter 8 000 0
Gemensamma utrymmen 3 605 0
Tvattstuga 40 405 78 460
Entré/trapphus 12 494 3853
Las 26 203 32943
VVS 291 398 81 469
Ventilation 0 6243
Elinstallationer 10 401 5821
Tele/TV/Kabel-TV/porttelefon 0 5181
Hiss 111 261 70 033
Tak 0 8783
Fasad 3674 4517
Fénster 0 2 650
Balkonger/altaner 263 225 0
Skador/klotter/skadegorelse 59 907 16 476
Vattenskada 722 128 422 899
1571956 782 650

Periodiskt underhall
Byggnad 0 5825
Hyreslagenheter 0 913 444
Lokaler 0 7913
Gemensamma utrymmen 105 570 231734
Tvattstuga 56 086 0
Sophantering/atervinning 594 26 000
Entré/trapphus 192 525 7 140
VVS 67 750 0
Elinstallationer 8 844 0
Tele/TV/kabel-TV/porttelefon 0 23 167
Hiss 289 898 51720
Huskropp utvandigt 2 538 0
Tak 0 97 208
Fasad 0 100 000
Balkonger/altaner 0 46 000
Mark/gard/utemiljé 0 300 071
Garage/parkering 0 45 877
723 805 1856 098
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Taxebundna kostnader
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El 1794212 1964 126
Varme 1003 033 1 000 023
Vatten 649 791 603 895
Sophamtning/renhalining 372914 275789
Grovsopor 168 436 124 889
3 988 386 3968722
Ovriga driftkostnader
Forsakring 486 358 454 540
Tomtrattsavgald 1370900 1370900
Kabel-TV 19 125 12 382
Bredband 199 434 233773
2075817 2 071595
Fastighetsskatt/Kommunal avgift 335 030 418 671
TOTALT DRIFTKOSTNADER 10 376 746 11 168 642
Not5  OVRIGA EXTERNA KOSTNADER 2022 2021
Kreditupplysning 4 589 625
Tele- och datakommunikation 1509 4809
Juridiska atgarder 31938 49 973
Inkassering avgift/hyra 9113 11905
Hyresforluster 611 0
Revisionsarvode extern revisor 18 738 27 375
Foreningskostnader 450 0
Styrelseomkostnader 32 000 0
Fritids- och trivselkostnader 18 420 21992
Forvaltningsarvode 609 599 250 000
Forvaltningsarvoden 6vriga 5988 9 000
Administration 104 654 18 422
Korttidsinventarier 0 16 252
Konsultarvode 0 27 919
Bostadsratterna Sverige Ek For 10710 10 550
848 318 448 822
Not 6  PERSONALKOSTNADER 2022 2021
Anstéllda och personalkostnader
Foreningen har inte haft ndgon anstalld.
Foljande ersattningar har utgatt
Styrelse och internrevisor 448 830 445 470
Sociala kostnader 106 231 187 676
555 061 633 146
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Not7  AVSKRIVNINGAR 2022 2021
Byggnad 3 085 964 3085 964
Forbattringar 915 572 947 067
Markanlaggning 48 599 15973
Inventarier 6 163 26 757

4 056 297 4075 761

Not 8 BYGGNADER 2022-12-31 2021-12-31
Ackumulerade anskaffningsvarden
Vid arets borjan 331 586 465 331586 465
Nyanskaffningar 652 511 0
Utgaende anskaffningsvarde 332 238 976 331 586 465
Ackumulerade avskrivningar enligt
plan
Vid arets borjan -31 372 297 -27 323 293
Arets avskrivningar enligt plan -4 050 134 -4 049 004
Utgaende avskrivning enligt plan -35 422 431 -31372 297
Planenligt restvarde vid arets slut 296 816 545 300 214 168
Taxeringsvarde
Taxeringsvarde byggnad 232 362 000 214 056 000
Taxeringsvarde mark 374 087 000 196 800 000

606 449 000 410 856 000
Uppdelning av taxeringsvarde
Bostader 603 000 000 402 400 000
Lokaler 3 449 000 8 456 000
606 449 000 410 856 000
Fastigheten ar upplaten med tomtratt.

Not9  PAGAENDE BYGGNATION 2022-12-31 2021-12-31

Pagaende om- och tillbyggnad 2 246 359 2 475 811
2 246 359 2475811
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Brf Gulddragaren
769617-0880

Not 10 INVENTARIER 2022-12-31 2021-12-31
Ackumulerade anskaffningsvarden
Vid arets borjan 1143 871 1143 871
Nyanskaffningar 0 0
Utrangering/forsaljning 0 0
Utgaende anskaffningsvéarde 1143 871 1143 871
Ackumulerade avskrivningar enligt plan
Vid arets borjan -1111938 -1 085 181
Arets avskrivningar enligt plan -6 163 -26 757
Utrangering/forsaljning 0 0
Utgaende ack. avskrivningar enligt -1 118 101 -1 111938
plan
Redovisat restvarde vid arets slut 25 770 31933

Not 11 OVRIGA FORDRINGAR 2022-12-31 2021-12-31
Skattekonto 419 534 101 626
Momsavrakning 0 1506
Klientmedel hos SBC 2616 759 2 644 850
Inkasso 431 0
Fordringar 4 086 15989
Fordringar kreditfakturor 1609 0
Rantekonto hos SBC 1310 0

3043728 2763971

Not 12 FOND FOR YTTRE UNDERHALL 2022-12-31 2021-12-31
Vid arets bdrjan 1671725 1232568
Reservering enligt stadgar 1819 347 1218231
Reservering enligt stammobeslut 0 0
lanspraktagande enligt stadgar 0 0
lanspraktagande enligt stammobeslut -1 671725 -779 074
Vid arets slut 1819 347 1671725
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Not
13 SKULDER TILL KREDITINSTITUT
Villkors-
Rantesats Belopp Belopp andringsda
2022-12-31 2022-12-31 2021-12-31 g
SBAB 0,930 % 23 000 810 23 125558 2023-10-11
SBAB 2,760 % 22 757 228 22 900 540 2023-08-09
SEB 0,870 % 20 725 000 20975 000 2024-06-28
SBAB 0,920 % 22 797 506 22916 019 2026-07-17
SBAB 0,780 % 4 625 000 4 925 000 2024-08-15
SBAB 0,860 % 5 735 000 6 195 000 2025-02-14
Summa skulder till kreditinstitut 99 640 544 101 037 117
Kortfristig del av skulder till kreditinstitut -46 886 551 -24 135 261
52 753 993 76 901 856
Om fem ar berdknas skulden till kreditinstitut uppga till 92 804 989 kr.
Lan som har slutforfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder.
Beddmning om att redovisa den skulden som langfristig kan goras férst nar slutférfallodagen har
passerat och fortsatt beldning har bekraftats hos bank.
Not 14 STALLDA SAKERHETER 2022-12-31 2021-12-31
Fastighetsinteckningar 118 000 000 118 000 000
Not 15 UPPLUPNA KOSTNADER OCH 2022-12-31 2021-12-31
FORUTBETALDA INTAKTER
El 437 466 556 279
Varme 126 013 0
Vatten 65 628 0
Sophdmtning 57 033 0
Arvoden 628 748 493 019
Sociala avgifter 222 690 209 383
Ranta 86 536 38070
Avgifter och hyror 413 1160 442
Avgifter och hyror SBC Hemma 1275028 0
Reparation Balkonger 262 581 0
3162 136 2457 193
Not 16 VASENTLIGA HANDELSER EFTER ARETS

SLUT

Upphandling av entreprenér gallande omvandlingen av det fére detta gruppboendet

till ldgenheter berdknas slutforas under kvartal 1 2023. Féreningen har ansokt om,
och beviljats, utdkad finansiering i bank for att finansiera ombyggnadsarbetet. Lan

som kommer aterbetalas efter att de nya lagenheterna upplatits till nya medlemmar.
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Styrelsens underskrifter

Stockholm den / 2023

Andreas Pettersson
Ordférande

Maria Borowski
Ledamot

Kadriye Dinc
Ledamot

Bjorn Christoffer Nordvall
Ledamot

Min revisionsberattelse har ldmnats den

David Walman
Extern revisor

/

Karar Alkaizhwan
Ledamot

Anders Croné
Ledamot

Benjamin Larsson
Ledamot

2023
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[ {
  "agreementId" : "8a2a4590-e348-11ed-b0b3-158bd1e48ea7",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "-4440896412023_04_25_09_06_42.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "521399",
    "fileHash" : "0735f873388f7d1bad853c263c53f84cbb1ed374676b1a480105b9c20105fad8",
    "fileId" : "8a306010-e348-11ed-a957-473f1d47c580"
  } ],
  "signees" : [ {
    "personName" : "Kadriye Dinc",
    "personNr" : "7305019221",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Dinc",
    "orgNr" : "7696170880",
    "personGivenName" : "Kadriye",
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "personName" : "Björn Christoffer Nordvall",
    "personNr" : "7812280613",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Nordvall",
    "orgNr" : "7696170880",
    "personGivenName" : "Björn Christoffer",
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "personName" : "Nils Anders Croné",
    "personNr" : "6501196692",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Croné",
    "orgNr" : "7696170880",
    "personGivenName" : "Nils Anders",
    "email" : "a.crone@gulddragaren.se"
  }, {
    "personName" : "Maria Borowski",
    "personNr" : "6004262348",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Borowski",
    "orgNr" : "7696170880",
    "personGivenName" : "Maria",
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "personName" : "Arthur Benjamin Larsson",
    "personNr" : "7903128218",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Larsson",
    "orgNr" : "7696170880",
    "personGivenName" : "Arthur Benjamin",
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "personName" : "Andreas Bror Karl Pettersson",
    "personNr" : "8906140119",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Pettersson",
    "orgNr" : "7696170880",
    "personGivenName" : "Andreas Bror Karl",
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "personName" : "Karar Al-Kaizhwan",
    "personNr" : "8901011273",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Al-Kaizhwan",
    "orgNr" : "7696170880",
    "personGivenName" : "Karar",
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ],
  "time" : "2023-04-25T11:07:02.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "8b027d20-e348-11ed-ad3b-b7ead71b0a26"
}, {
  "id" : "98f7cac0-e348-11ed-ad3b-b7ead71b0a26",
  "time" : "2023-04-25T11:07:26.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "email" : "a.crone@gulddragaren.se"
  }, {
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "c5156ea0-e348-11ed-a357-3721585ef3e0",
  "time" : "2023-04-25T11:08:40.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.27.188.82"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Arthur Benjamin Larsson",
    "personNr" : "7903128218",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Larsson",
    "orgNr" : "7696170880",
    "personGivenName" : "Arthur Benjamin",
    "email" : "b.larsson@gulddragaren.se"
  }
}, {
  "id" : "c70673c0-e349-11ed-aa75-732fdf0e9b74",
  "time" : "2023-04-25T11:15:52.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.185.37.202"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Andreas Bror Karl Pettersson",
    "personNr" : "8906140119",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Pettersson",
    "orgNr" : "7696170880",
    "personGivenName" : "Andreas Bror Karl",
    "email" : "a.pettersson@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Andreas Bror Karl Pettersson",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Pettersson",
    "orgNr" : "7696170880",
    "personGivenName" : "Andreas Bror Karl",
    "email" : "a.pettersson@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "198906140119",
    "personSurname" : "PETTERSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA4YTJhNDU5MC1lMzQ4LTExZWQtYjBiMy0xNThiZDFlNDhlYTcKRGF0dW06IDIwMjMtMDQtMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ca8476f0-e349-11ed-9997-dd519f35a4c5",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTQ0NDA4OTY0MTIwMjNfMDRfMjVfMDlfMDZfNDIucGRmIgowNzM1IGY4NzMgMzg4ZiA3ZDFiIGFkODUgM2MyNiAzYzUzIGY4NGMgYmIxZSBkMzc0IDY3NmIgMWE0OCAwMTA1IGI5YzIgMDEwNSBmYWQ4Ci0tLS0tLS0tLS0=",
    "personGivenName" : "ANDREAS",
    "startDate" : "2023-04-25T09:15:59.068+0000",
    "transactionId" : "ae569d9e3e1762794a15fc7206c32b03"
  },
  "time" : "2023-04-25T11:16:12.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.185.37.202"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "d2854320-e349-11ed-9997-dd519f35a4c5"
}, {
  "id" : "d5432aa0-e349-11ed-9997-dd519f35a4c5",
  "time" : "2023-04-25T11:16:16.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "email" : "a.crone@gulddragaren.se"
  }, {
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "ed0d8f40-e349-11ed-b0d7-23717a4ac743",
  "time" : "2023-04-25T11:16:56.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.27.188.82"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Arthur Benjamin Larsson",
    "personNr" : "7903128218",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Larsson",
    "orgNr" : "7696170880",
    "personGivenName" : "Arthur Benjamin",
    "email" : "b.larsson@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Arthur Benjamin Larsson",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Larsson",
    "orgNr" : "7696170880",
    "personGivenName" : "Arthur Benjamin",
    "email" : "b.larsson@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "197903128218",
    "personSurname" : "LARSSON",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIiAKSUQ6IDhhMmE0NTkwLWUzNDgtMTFlZC1iMGIzLTE1OGJkMWU0OGVhNwpEYXRlOiAyNS8wNC8yMDIzCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f89fbf90-e349-11ed-aa75-732fdf0e9b74",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIi00NDQwODk2NDEyMDIzXzA0XzI1XzA5XzA2XzQyLnBkZiIKMDczNSBmODczIDM4OGYgN2QxYiBhZDg1IDNjMjYgM2M1MyBmODRjIGJiMWUgZDM3NCA2NzZiIDFhNDggMDEwNSBiOWMyIDAxMDUgZmFkOAotLS0tLS0tLS0t",
    "personGivenName" : "BENJAMIN",
    "startDate" : "2023-04-25T09:17:16.401+0000",
    "transactionId" : "f75ddc16920664a5675618154daa08a7"
  },
  "time" : "2023-04-25T11:17:41.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.27.188.82"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "078f99d0-e34a-11ed-8257-b167d8fabba0"
}, {
  "id" : "0a3fc5b0-e34a-11ed-8257-b167d8fabba0",
  "time" : "2023-04-25T11:17:45.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "email" : "a.crone@gulddragaren.se"
  }, {
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "65e8a070-e34b-11ed-b0d7-23717a4ac743",
  "time" : "2023-04-25T11:27:29.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.185.37.237"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Borowski",
    "personNr" : "6004262348",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Borowski",
    "orgNr" : "7696170880",
    "personGivenName" : "Maria",
    "email" : "m.borowski@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Maria Borowski",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Borowski",
    "orgNr" : "7696170880",
    "personGivenName" : "Maria",
    "email" : "m.borowski@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "196004262348",
    "personSurname" : "BOROWSKI",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA4YTJhNDU5MC1lMzQ4LTExZWQtYjBiMy0xNThiZDFlNDhlYTcKRGF0dW06IDIwMjMtMDQtMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "6be5d470-e34b-11ed-aa75-732fdf0e9b74",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTQ0NDA4OTY0MTIwMjNfMDRfMjVfMDlfMDZfNDIucGRmIgowNzM1IGY4NzMgMzg4ZiA3ZDFiIGFkODUgM2MyNiAzYzUzIGY4NGMgYmIxZSBkMzc0IDY3NmIgMWE0OCAwMTA1IGI5YzIgMDEwNSBmYWQ4Ci0tLS0tLS0tLS0=",
    "personGivenName" : "MARIA",
    "startDate" : "2023-04-25T09:27:39.362+0000",
    "transactionId" : "8c3b7f1ad2b1d5a582bc2da8093fb897"
  },
  "time" : "2023-04-25T11:27:59.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.185.37.237"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "77cadfb0-e34b-11ed-8b8d-83ac961bce7e"
}, {
  "id" : "7a7abd70-e34b-11ed-8b8d-83ac961bce7e",
  "time" : "2023-04-25T11:28:03.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "email" : "a.crone@gulddragaren.se"
  }, {
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "1a40afe0-e34c-11ed-9997-dd519f35a4c5",
  "time" : "2023-04-25T11:32:31.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.96.184"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Kadriye Dinc",
    "personNr" : "7305019221",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Dinc",
    "orgNr" : "7696170880",
    "personGivenName" : "Kadriye",
    "email" : "k.dinc@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Kadriye Dinc",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Dinc",
    "orgNr" : "7696170880",
    "personGivenName" : "Kadriye",
    "email" : "k.dinc@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "197305019221",
    "personSurname" : "DINC",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA4YTJhNDU5MC1lMzQ4LTExZWQtYjBiMy0xNThiZDFlNDhlYTcKRGF0dW06IDIwMjMtMDQtMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "1e34cd70-e34c-11ed-8257-b167d8fabba0",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTQ0NDA4OTY0MTIwMjNfMDRfMjVfMDlfMDZfNDIucGRmIgowNzM1IGY4NzMgMzg4ZiA3ZDFiIGFkODUgM2MyNiAzYzUzIGY4NGMgYmIxZSBkMzc0IDY3NmIgMWE0OCAwMTA1IGI5YzIgMDEwNSBmYWQ4Ci0tLS0tLS0tLS0=",
    "personGivenName" : "KADRIYE",
    "startDate" : "2023-04-25T09:32:38.509+0000",
    "transactionId" : "23083ea234eef65b6e8a6e17ce760951"
  },
  "time" : "2023-04-25T11:32:53.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.96.184"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "273a5f70-e34c-11ed-8257-b167d8fabba0"
}, {
  "id" : "29d862e0-e34c-11ed-8257-b167d8fabba0",
  "time" : "2023-04-25T11:32:57.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "email" : "a.crone@gulddragaren.se"
  }, {
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "3739c630-e352-11ed-a357-3721585ef3e0",
  "time" : "2023-04-25T12:16:17.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.153.68"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Björn Christoffer Nordvall",
    "personNr" : "7812280613",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Nordvall",
    "orgNr" : "7696170880",
    "personGivenName" : "Björn Christoffer",
    "email" : "c.nordvall@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Björn Christoffer Nordvall",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Nordvall",
    "orgNr" : "7696170880",
    "personGivenName" : "Björn Christoffer",
    "email" : "c.nordvall@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "197812280613",
    "personSurname" : "NORDVALL",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIiAKSUQ6IDhhMmE0NTkwLWUzNDgtMTFlZC1iMGIzLTE1OGJkMWU0OGVhNwpEYXRlOiAyNS8wNC8yMDIzCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "3be1ca70-e352-11ed-9997-dd519f35a4c5",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIi00NDQwODk2NDEyMDIzXzA0XzI1XzA5XzA2XzQyLnBkZiIKMDczNSBmODczIDM4OGYgN2QxYiBhZDg1IDNjMjYgM2M1MyBmODRjIGJiMWUgZDM3NCA2NzZiIDFhNDggMDEwNSBiOWMyIDAxMDUgZmFkOAotLS0tLS0tLS0t",
    "personGivenName" : "CHRISTOFFER",
    "startDate" : "2023-04-25T10:16:25.262+0000",
    "transactionId" : "b548fecb29227797e757e885f268e5e9"
  },
  "time" : "2023-04-25T12:16:35.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.153.68"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "423338f0-e352-11ed-8257-b167d8fabba0"
}, {
  "id" : "44edec20-e352-11ed-8257-b167d8fabba0",
  "time" : "2023-04-25T12:16:40.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "email" : "a.crone@gulddragaren.se"
  }, {
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "820ce520-e352-11ed-b0d7-23717a4ac743",
  "time" : "2023-04-25T12:18:22.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "37.46.179.226"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nils Anders Croné",
    "personNr" : "6501196692",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Croné",
    "orgNr" : "7696170880",
    "personGivenName" : "Nils Anders",
    "email" : "a.crone@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Nils Anders Croné",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Croné",
    "orgNr" : "7696170880",
    "personGivenName" : "Nils Anders",
    "email" : "a.crone@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "196501196692",
    "personSurname" : "Croné",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA4YTJhNDU5MC1lMzQ4LTExZWQtYjBiMy0xNThiZDFlNDhlYTcKRGF0dW06IDIwMjMtMDQtMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "935666d0-e352-11ed-8b8d-83ac961bce7e",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTQ0NDA4OTY0MTIwMjNfMDRfMjVfMDlfMDZfNDIucGRmIgowNzM1IGY4NzMgMzg4ZiA3ZDFiIGFkODUgM2MyNiAzYzUzIGY4NGMgYmIxZSBkMzc0IDY3NmIgMWE0OCAwMTA1IGI5YzIgMDEwNSBmYWQ4Ci0tLS0tLS0tLS0=",
    "personGivenName" : "Nils Anders",
    "startDate" : "2023-04-25T10:18:52.090+0000",
    "transactionId" : "61b15f4a2fca9b67bd1e30f87b99dac6"
  },
  "time" : "2023-04-25T12:19:06.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "37.46.179.226"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "9c5df4a0-e352-11ed-a357-3721585ef3e0"
}, {
  "id" : "9eb15a80-e352-11ed-a357-3721585ef3e0",
  "time" : "2023-04-25T12:19:10.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "k.dinc@gulddragaren.se"
  }, {
    "email" : "c.nordvall@gulddragaren.se"
  }, {
    "email" : "m.borowski@gulddragaren.se"
  }, {
    "email" : "b.larsson@gulddragaren.se"
  }, {
    "email" : "a.pettersson@gulddragaren.se"
  }, {
    "email" : "k.alkaizhwan@gulddragaren.se"
  } ]
}, {
  "id" : "28c5a440-e355-11ed-8257-b167d8fabba0",
  "time" : "2023-04-25T12:37:21.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.59.122.24"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karar Al-Kaizhwan",
    "personNr" : "8901011273",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Al-Kaizhwan",
    "orgNr" : "7696170880",
    "personGivenName" : "Karar",
    "email" : "k.alkaizhwan@gulddragaren.se"
  }
}, {
  "id" : "8ebba530-e3a3-11ed-a357-3721585ef3e0",
  "time" : "2023-04-25T21:58:33.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.167"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karar Al-Kaizhwan",
    "personNr" : "8901011273",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Al-Kaizhwan",
    "orgNr" : "7696170880",
    "personGivenName" : "Karar",
    "email" : "k.alkaizhwan@gulddragaren.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Karar Al-Kaizhwan",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "Al-Kaizhwan",
    "orgNr" : "7696170880",
    "personGivenName" : "Karar",
    "email" : "k.alkaizhwan@gulddragaren.se"
  },
  "signingMetadata" : {
    "personNr" : "198901011273",
    "personSurname" : "AL-KAIZHWAN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA4YTJhNDU5MC1lMzQ4LTExZWQtYjBiMy0xNThiZDFlNDhlYTcKRGF0dW06IDIwMjMtMDQtMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "973fd230-e3a3-11ed-9997-dd519f35a4c5",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTQ0NDA4OTY0MTIwMjNfMDRfMjVfMDlfMDZfNDIucGRmIgowNzM1IGY4NzMgMzg4ZiA3ZDFiIGFkODUgM2MyNiAzYzUzIGY4NGMgYmIxZSBkMzc0IDY3NmIgMWE0OCAwMTA1IGI5YzIgMDEwNSBmYWQ4Ci0tLS0tLS0tLS0=",
    "personGivenName" : "KARAR",
    "startDate" : "2023-04-25T19:58:47.859+0000",
    "transactionId" : "cfb04b25690ce0b5705455fc2028b627"
  },
  "time" : "2023-04-25T21:58:59.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.167"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "9ea0dbf0-e3a3-11ed-8b8d-83ac961bce7e"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.







@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set




https://en.wikipedia.org/wiki/Universally_unique_identifier


https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.







Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.







Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.







Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
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"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12







"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14







Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17







Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

18

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.







* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).







Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature







Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example







Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.







It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message







Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.







personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.







* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.







Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Gulddragaren
769617-0880

Rapport om 3arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Gulddragaren for ar
2022.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppratta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och fér den interna kontroll som styrelsen bedémer &r
nodvandig for att uppratta en arsredovisning som inte innehaller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om arsredovisningen pa grundval av var revision. Detta kréver
att vi planerar och utfér revisionen for att uppna rimlig sékerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika dtgédrder inhdmta revisionsbevis om belopp och annan
information i arsredovisningen. Revisorn véljer vilka atgérder som ska utféras, bland annat
genom att bedéma riskerna for vasentliga felaktigheter i arsredovisningen, vare sig dessa
beror pd oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgdrder som &r &ndamalsenliga med
hansyn till omstandigheterna, men inte i syfte att géra ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvardering av
andamalsenligheten i de redovisningsprinciper som har anvéants och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den dvergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhamtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stallning
per 2022-12-31 och av dess finansiella resultat for dret enligt drsredovisningslagen.
Férvaltningsberéttelsen &r forenlig med arsredovisningens évriga delar.

Vi tillstyrker darfor att foreningsstamman faststéller resultatrakningen och balansrakningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi d&ven utfoért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning foér
Bostadsrattsforeningen Gulddragaren foér ar 2022.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller férlust, och det ar styrelsen som har ansvaret for forvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar ar att med rimlig sdkerhet uttala mig om forslaget till dispositioner betraffande
féreningens vinst eller férlust och om férvaltningen pa grundval av var revision.

Som underlag for vart uttalande om styrelsens férslag till dispositioner betréffande
foreningens vinst eller forlust har vi granskat om férslaget ar férenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utéver revisionen av
arsredovisningen granskat vasentliga beslut, dtgérder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pd annat satt har handlat i strid med bostadsréttslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhdmtat &r tillréickliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstamman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm 2023-04-26

Ravisor AB
David Walman
Revisor
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  } ],
  "signees" : [ {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "David",
    "orgNr" : "7696170880",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  } ],
  "time" : "2023-04-26T16:25:49.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "3db4d580-e43e-11ed-8a7f-61f5ad884812"
}, {
  "id" : "401cfbe0-e43e-11ed-b0d7-23717a4ac743",
  "time" : "2023-04-26T16:25:53.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.211.63"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "David",
    "orgNr" : "7696170880",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  }
}, {
  "id" : "4c16a090-e43e-11ed-8a7f-61f5ad884812",
  "time" : "2023-04-26T16:26:13.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "info@ravisor.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Gulddragaren",
    "personSurname" : "David",
    "orgNr" : "7696170880",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  },
  "signingMetadata" : {
    "personNr" : "198002043233",
    "personSurname" : "Walman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiAzY2NhMDA1MC1lNDNlLTExZWQtODU0MS0yM2JiMzE2ZTViMWQKRGF0dW06IDIwMjMtMDQtMjYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "4e29f030-e43e-11ed-aa75-732fdf0e9b74",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiOGEyYTQ1OTAtZTM0OC0xMWVkLWIwYjMtMTU4YmQxZTQ4ZWE3LnBkZiIKNWI1OCBjODY5IGEyMjAgODY0ZSA1OWMwIGMyNzMgMDgwZiBkZTI5IGNkYmIgM2MwMyBlMTRjIDA1MjkgMzc5NiA4Y2MyIGI3YzEgZWNhZgoKIjE4NjI4MzUxMzQyMDIzXzA0XzI2XzE0XzI1XzQzLnBkZiIKNjU0ZSBlMTcwIDY4MTUgYzVmMiA1ZjBhIGQ1NjMgODFmYSA2MGRhIGRhMTMgMWRlOSBhNzVmIGQ1NjMgMWM0YiA0NWM3IDdhM2IgMjJkNwotLS0tLS0tLS0t",
    "personGivenName" : "David Oskar Petter",
    "startDate" : "2023-04-26T14:26:17.151+0000",
    "transactionId" : "4b7528f4a067ac81e130148ae9b96ce8"
  },
  "time" : "2023-04-26T16:26:29.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.211.63"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "55f2e380-e43e-11ed-a357-3721585ef3e0"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

10





Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
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"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
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"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date
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Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

16





Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17





Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

12





* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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